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Executive Summary
The current document will establish COPA EUROPE’s website and provides initial material to support internal
and external communication activities, such as templates and other supporting documents. The description
and analysis include the methodology behind the design and implementation of a powerful, modern and
user-friendly website with multi-browser and multi-device compatibility. The first version of the website is
ready and publicly available at https://www.copaeurope.eu/
Moreover, the administration of the website is also described in this document. The content of the website
will be continuously updated with dissemination material (i.e., newsletters, publications, results, etc.) until
the completion of the Project.
Based on the objectives and work carried out under Task 7.1: Dissemination and Communication activities
[Leader: eBOS], the document starts with an Introduction in Chapter 1.
Chapter 2, delivers a wide-ranging picture of the project’s website including the development methodology used,
with content and screenshots for each page. This also provides a description on how the administration of the
website can be performed (i.e., update content, add-remove pages, etc.) and some details about the privacy and
cookies policy of this website.
Chapter 3, refers to the social media of the project and presents some screenshots from these accounts.
Chapter 4 describes the project branding identity of the project focusing on logos, visuals, and the key
documents-templates of the project.
Finally, Chapter 5 gives a short conclusion about this report.
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1 Introduction
The deliverable ‘D7.1 Project website and social networks’ of the COPA EUROPE project is part of ‘Work Package
(WP) 7 Business exploitation and dissemination’ and refers to the development of COPA EUROPE’s visual identity,
comprising of a logo and style guidelines for online and off-line publications, such as the project website, power
point presentations, technical reports, deliverables and other promotional material. According to the Grant
Agreement’s (GA) objective 08, this activity needs “to implement impact-driven dissemination, standardisation
and exploitation.”
The deliverable marks from an early stage the web presence and visibility of COPA EUROPE as part of the “online”
project’s dissemination activity. The website was set-up during M1, November 2020 and is continuously being
updated. These updates will continue during the project lifecycle and until project completion at M36, October
20203.
To support knowledge dissemination and impact creation, all public deliverables will be published on the project
website after the final review by the European Commission reviewers. Additionally, the project’s website and its
content will remain available for at least 2 years after the conclusion of the project.

1.1 Mapping Projects’ Outputs
The purpose of this section is to map COPA EUROPE’s Grand Agreement commitments, both within the formal
Deliverable and Task description, against the project’s respective outputs and work performed.
Table 1: Adherence to COPA EUROPE’s GA Deliverable & Tasks Descriptions

COPA EUROPE Task

Respective Document Chapters Justification

Task 7.1: Dissemination and
Communication activities

2 - Project website
3 - Social Media networks

“This Task targets maximising the
dissemination of the COPA
EUROPE outcomes, tailoring
communication means to the
different stakeholder needs,
characteristics and interests”.

4 - Project Branding Identity

• Description and screenshots from
COPA EUROPE website.
• Description and screenshots from
COPA EUROPE’s social networks.
• Methodology followed during the
website design and
implementation.
• The administration of the
website.
• Logo and documents templates

“It will further develop the COPA
EUROPE visual identity,
comprising of a logo and style
guidelines for online and off-line
publications, such as the project
website, power point
presentations, technical reports
and deliverables and other
promotional material”.

H2020-ICT-2020-1

The deliverable describes the visual
identity of the project in detail, such
as the logo, the website, the social
media created by the Dissemination
& Communication Manager (DCM)
for the project and some templates
for deliverables, meetings report,
and minutes etc. Therefore, in this
deliverable reader will find:
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2 Project website
This Section describes the COPA EUROPE website, which has been developed to serve as the public presence of
the project. The website utilises technology features such as WebGL-powered dynamic 3D graphics, embedded
content etc. and is part of the communication and dissemination activities undertaken for this project. It can be
accessed at https://www.copaeurope.eu/.

2.1 Methodology for website’s construction and development
For implementing the COPA EUROPE official website, user interface design principles, and GA requirements have
been taken into consideration. COPA EUROPE’s modern interface embeds the latest best practices in its design
to achieve multi-browser and multi-device compatibility. Its interface is fully reactive, user-friendly, delivering
content rich information to the visitor. That means that the user can access the COPA EUROPE website from a
smartphone, tablet, desktop PC or laptop and have easy access to any content. Both the design and
implementation process follow a user-centred implementation, to build an interface that is well-organized and
practical. The website has been appraised by partners both in terms of content and in terms of usability, following
an expert-based evaluation according to Nielsen’s usability heuristics [1].
The following GUI Design Principles1 were adopted in the COPA EUROPE website interface design and
implementation:
•
•
•
•

•

•

Clarity: The interface is visually, conceptually, and linguistically clear.
Comprehensibility: The interface is intuitive, and the flow is easy to learn;
Consistency: The interface looks, acts, and operates in a consistent manner;
Control: The user controls the interaction, and in particular:
▪ Actions result from explicit user requests;
▪ Actions are performed quickly;
▪ Actions can be interrupted or terminated;
▪ The user is never interrupted by errors;
Efficiency:
▪ The design minimises user’s eye and hand movements;
▪ Transitions between various system controls flow easily and freely;
▪ Navigation paths are as short as possible.
Simplicity:
▪ Provide as simple interface as possible;
▪ Common actions are made simple;
▪ Uniformity and consistency are provided throughout the website.

HTML52, CSS3, and JavaScript3 technologies have been adopted during the implementation of the COPA EUROPE
website, to achieve a responsive result, cross browser functionality and multi device compatibility.
The website has been developed to serve as the main dissemination platform for reaching interested
stakeholders. The project website:
•
•
•
•

presents the COPA EUROPE in general,
presents the main objectives of the project,
describes the system that will be deployed and also the results and barriers to overcome,
aims to recruit additional interested stakeholders,

1

https://en.wikibooks.org/wiki/GUI_Design_Principles
https://www.w3schools.com/html/html5_intro.asp
3
https://www.w3schools.com/js/
2

H2020-ICT-2020-1
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•

shares the project progress, calendar of events, and interim and final public documents/deliverables.

2.2 Website content
2.2.1

Website structure

https://www.copaeurope.eu/

Figure 1 shows in a diagram the sitemap of the initial working version of COPA EUROPE website:
HOME

Strategic Objectives

ABOUT

Overall Concept

USE CASES

Consortium

Publications

Press releases

DISSEMINATION

Flyers & Brochures

Photo & Video Gallery

Public Deliverables

NEWS & EVENTS

Newsletter

CONTACT
Figure 1: Structure of COPA EUROPE website

2.2.2 Home page
The ’Home page’ of the COPA EUROPE website is the one loaded first when a user opens the website in a web
browser, based on the rationale of long-scrolling pages, so as to give website visitors an early experience of the
website’s contents. The figures below show several screenshots from the ’Home page’ of the website. By
scrolling down the Home Page, the visitor can see the complete title of the project, a short description about the
project, the main objectives, the news, the consortium, and some contact details.

H2020-ICT-2020-1
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The header hosts the main navigation menu, as well as links to social media channels of the COPA EUROPE
Project. The main navigation menu is consistently placed through all webpages, while the project logo also acts
as a redirection to the home page.

Figure 2: Home Page of COPA EUROPE page (1/5)

Figure 3: Home Page of COPA EUROPE page (2/5)

H2020-ICT-2020-1
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Figure 4: Home Page of COPA EUROPE page (3/5)

Figure 5: Home Page of COPA EUROPE page (4/5)

H2020-ICT-2020-1
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Figure 6: Home Page of COPA EUROPE page (5/5)

2.2.3 The ‘About’ page
The ‘About’ page, includes a short description of the project. It is noted that the ‘About’ menu is a drop-down,
including also options leading to other subpages regarding the Strategic Objectives, the Concept and the
Consortium of the project. All information is in alignment with the COPA EUROPE Description of Action (DoA).
On the ‘Strategic Objectives’ page, the visitor can find the main eight objectives that the project will focus on
according to the DoA. The ‘Overall Concept’ page gives a few information about the concept of the project and
the several piloting activities the project will run.
The ‘Consortium’ page includes information about the project coordinator and the rest of the consortium
members of the project. For each partner, the logo is presented and below it the partner name. By clicking on
the plus (‘+’) sign on the left next to the partner’s name a short introductory text appears. By clicking on the
partner’s logo, the official website of each partner opens in a new browser tab.

H2020-ICT-2020-1
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Figure 7: COPA EUROPE website - About page

Figure 8: COPA EUROPE website - Strategic Objectives page
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Figure 9: COPA EUROPE website - Overall Concept page
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Figure 10: COPA EUROPE website - Consortium page

H2020-ICT-2020-1
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2.2.4 The ‘Use Cases’ page
The ‘Use Cases’ page includes information about the three representative use cases that will be deployed within
the framework of the project. COPA EUROPE will utilise the aforementioned technologies so as to address
indicative business cases such as:
-

Use Case #1: Disrupt the sports media distribution ecosystem by transforming the existing centralized
architectures.
Use Case #2: Cultivate European eSports as a broadcasting property.
Use Case #3: “Glass-to-Glass” live coverage streaming over 5G networks (see figures 17-18 below)

H2020-ICT-2020-1
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Figure 11: COPA EUROPE website - Use Cases page
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2.2.5 The ‘Dissemination’ page
The ‘Dissemination’ page includes all the on-going dissemination and communication tools and channels the
consortium will be using for disseminating COPA EUROPE and its results:
i.
ii.
iii.
iv.
v.

Publications.
Press Releases;
Leaflets & Brochures;
Photo & Video Gallery;
Public Deliverables;

The content of these pages will be updated during the project, with the pertinent dissemination material as soon
as it is produced.

Figure 12: COPE EUROPE website-Dissemination page

2.2.6 The ‘News & Events’ page
Under this page, the visitor can see all the news about the project, the important meetings etc. This section of
the website will be constantly updated according to the activities of the partners of the project. At the moment
the visitor can read the first post of the project about the Kick-off Meeting (KOM) meeting in November. By
pressing the post, a new window opens with the whole text and photograph.
Additionally, the ‘Newsletter’ subpage, hosted under the News & Events menu, allows visitors to subscribe to
the newsletter by adding their e-mail and full name. The Newsletter subpage was prepared by EBOS.

H2020-ICT-2020-1
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Figure 13: COPA EUROPE website – News & Events page 1/2

Figure 14: COPA EUROPE website – News & Events page 2/2
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2.3 Privacy Policy and Cookies Policy
An ’Accept Cookies’ option is available in the bottom of the ‘Home Page’ when loading the website for the first
time. This is powered by the WordPress GDPR Cookie Compliance plugin4. The entire policy which is in alignment
with the EU General Data Protection Regulation (GDPR5) can be found at the bottom of the ‘Home page’ by
clicking on the tab ‘Privacy Policy’ and ‘Terms of use’.
The privacy policy (Annex I) of the COPA EUROPE website is part of the website’s Terms of Use and concerns
processing of personal data within the project due to the operation of the website. This policy covers personal
data that the visitor provides to the project with through the website, and the personal data that they see on
the COPA EUROPE website. It describes how the project is committed to processing personal data responsibly,
securely, and proportionately throughout its activities, in compliance with the EU General Data Protection
Regulation (GDPR) 679/2016. The visitors can read the privacy policy at the bottom of the page next to the Terms
of Use.

Figure 15: COPA EUROPE website-Accept Cookies.

Figure 16: COPA EUROPE website-Privacy Overview

4
5

https://wordpress.org/plugins/gdpr-cookie-compliance/
https://gdpr-info.eu/
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Figure 17: COPA EUROPE Website Policies

Figure 18: COPA EUROPE website –Privacy Policy ½
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Figure 19: COPA EUROPE website –Privacy Policy 2/2

The Cookies policy (Annex II) was also reviewed and finalised in collaboration with the project coordinator.
Visitors of the COPE EUROPE website can read the cookies policy as soon as they enter the website and accept
the terms. This short text needs to explain what a cookie is, the types of cookies, the website cookie retention
policy, how to control cookies, how to find further information, as well as changes to the cookies policy.

H2020-ICT-2020-1
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Figure 20: COPA EUROPE website –Cookies Policy 2/2

2.4 Online presence management and monitoring
2.4.1

Website administration

This chapter describes the administration site of the COPA EUROPE website. The website has been built using
WordPress6 (version 5.4.2). WordPress is a web-based software widely used for website designs with emphasis
on accessibility, performance, security, and ease of use. WordPress is GDPR compliant and offers a large database
of plugins to be used, which are always updated with new trends and user friendly. The WordPress platform is
hosted by Bluehost7, a web hosting solutions company. Bluehost installs the latest version of WordPress so all
the recent features are available in the COPA EUROPE website. WordPress is the first Content Management
System worldwide that also gives the opportunity to the user to custom the content by using a variety of free
templates and functionalities.
The figure below illustrates the welcome/main page that is displayed once the administrator logs in to
WordPress. The navigation menu (on the left of the website) helps the administrator easily navigate through the
different categories of the COPA EUROPE website.

6
7

https://wordpress.org/about/
https://www.bluehost.com/about
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Figure 21: WordPress welcome page

Using WordPress version 5.4.2, the administrator can create a new page, rename a page or delete an existing
page along with the option to change the content of an existing page, choosing ‘Pages’ and ‘Edit with Elementor’
option.

Figure 22: WordPress- Edit pages

The administrator can view the page, and change the title of an existing page by choosing the ‘Quick Edit’ option
and they may also add a new page by choosing ‘Add New’ on the top of the page. It is also feasible to see and
edit the ‘Menu items’ and ‘Menu Structure’ by choosing ‘Appearance’ and ‘Menu’ from the left navigation bar.
H2020-ICT-2020-1
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Figure 23: WordPress - Quick edit

Figure 24: WordPress - Add new

H2020-ICT-2020-1
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Figure 25: WordPress - Menu changes

2.4.2 Google Analytics- Website traffic
Google Analytics8 is a free web analytics service offered by Google that tracks website traffic and reports the
results through Key Performance Indicators (KPIs). The COPA EUROPE website is registered with Google
Analytics. Google Analytics offers a vast number of reports related to website traffic, such as:
•
•
•

Number of sessions, users, and page views.
Average session duration and percentage of new sessions.
Demographic statistics (e.g., sessions per country).

The analytics results, including some screenshots, will be presented in the reporting periods. According to COPA
EUROPE’s Grant Agreement some Key Performance Indicators for the website are shown in Table 2.
Table 2: Key Performance Indicators for the website

Key Performance Indicators
Number of Unique Visitors to the website

>2000 on average per year

Number of new subscribers to newsletter

>30 per year

8 https://analytics.google.com

H2020-ICT-2020-1
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3 Social Media networks
According to the ‘Guidance Social media guide for EU funded R&I projects’, “Social media allow you to reach an
extremely wide — but also targeted — audience, maximising the impact and successful exploitation of your
research results” [2]. According to the “Complete Guide: Social Media for Horizon 2020 funded project -, social
media activity will support in maximizing the impact of COPA EUROPE, and it will help drive relevant audience to
the project’s website9. The social media of the project will play a vital role for the promotion of the project
therefore there is an important KPI that the consortium should meet and accomplished (Table 3).
Table 3: Key Performance Indicators for social media

Key Performance Indicators for social media
Number of followers in social networks

>200 new followers per year

Social media networks are playing a particularly important role for the dissemination and communication of the
project as already mentioned above because they are tools for getting stakeholders, future partners,
organisations and journalists that might be interested to follow the project. Social media such as LinkedIn10 and
Twitter11 are considered as the most “proficient” networks, where someone can disseminate activities, results
etc. to people that might be interested in being involved. LinkedIn is different from the rest of the social media
because it is specifically designed for business and professionals. Users mainly go to LinkedIn to showcase their
job experience and professional thoughts [3]. Twitter is a fast and easy way to connect with your audience. It has
over 310 million registered users and is still growing [3]. Furthermore, Facebook is one of the most popular
platforms, not only for personal use but business and projects as well because it is a place where someone can
share photos, updates, and general news. Fans can easily visit the Facebook page to find out what is going on
with a project.

3.1 LinkedIn
A show case page has been initiated in November 2020 via Linked-In12 by the LinkedIn-Profile of the project DCM,
eBOS. The LinkedIn showcase page will be updated regularly with posts tagged with relevant hashtags. LinkedIn
allows to add up to 3 hashtag topics that matter to each page. Therefore, the chosen hashtags for COPA EUROPE
LinkedIn page are:
-

#copaeurope
#sportsmedia
#sportstechnology

The showcase page is promoted by all project partners.

9

https://euagenda.eu/publications/complete-guide-social-media-for-horizon-2020-funded-project
https://www.linkedin.com/company/copa-europe/?viewAsMember=true
11
https://twitter.com/CopaEurope
12
https://www.linkedin.com/company/copa-europe/?viewAsMember=true
10
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Figure 26:COPA EUROPE’s LinkedIn page-View as administrator
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Figure 27: COPA EUROPE’s LinkedIn page-View as member

3.2 Twitter
For better dissemination of COPA EUROPE via Twitter, a new account was set up in November 2020 by the DCM,
eBOS. The hashtags used for COPA EUROPE tweets are:
•
•
•

#copaeurope,
#sportsmedia,
#sportstechnology.

Currently the COPA EUROPE twitter account has 13 Followers and is Following 5 other Twitter accounts.
However, during the lifetime of the project more dissemination activities will utilize this space through events,
articles, posts etc. that the DCM will publish on Twitter about the project.
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Figure 28: COPA EUROPE’s Twitter page
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3.3 Facebook
A Facebook page was also set up for the project in November 2020 by the DCM13.

Figure 29: COPA EUROPE Facebook page

13

https://www.facebook.com/copaeuropeproject
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3.4 YouTube
A YouTube channel14 was also created by the DCM for uploading the project’s videos for better dissemination
and communication with the public. The COPA EUROPE YouTube channel will be used for promoting videos that
will be produced during the project’s lifecycle. A custom YouTube Channel URL will be reverted as soon as the
channel becomes eligible to get one15.

Figure 30:COPA EUROPE – YouTube Channel

14

https://www.youtube.com/channel/UCOrHZV-rYzwZnNOagkJWGSA

15

https://support.bbtv.com/hc/en-us/articles/200078905-Can-I-Get-a-Custom-YouTube-Channel-URL-
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4 Project Branding Identity
4.1 COPA EUROPE logo
According to an article by Mark Vaesen, “A brand identity is how you want to present your project or business to
your audience, and includes how you choose your name, the design of your logo, the colours and shapes or
graphics you use” [4]. Furthermore, “Logos are meant to enhance the brand by making it memorable” [5].
The project logo was designed with a focus on establishing in a minimalistic approach the project branding
identity. In this respect, an iterative approach was followed, designing different logos by eBOS after the DCM
contacted the project coordinator about this issue in September 2020. During the first weeks of October 2020
five different logos were sent to the project coordinator and to the rest of the partners to vote which logo they
prefer for COPA EUROPE Project. Most partners voted for the chosen logo.

Figure 31: The suggested logos designed for COPA EUROPE

The final logo according to the partners’ votes is the one used for this deliverable, website, social media etc.
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Figure 32: The final logo of the project

The selected logo uses colours based on dark red and dark blue (Figure 33). According to colour psychology, “Red
is an intense colour. It can summon conflicting emotions from blood and warfare to love and passion. It is often
used in logo design to grip the viewer’s attention”16. Red is also used for emphasising themes such as Action,
Adventure, Aggressive, Energy, Excitement, Love, Passion, Strength etc. 17. On the other hand, blue is colour
emphasising themes such as Authority, Calm, Confidence, Dignity, Established, Loyalty, Power, Success, Secure
and Trustworthy18
Using a large letter font was one of the priorities for this logo therefore the graphic designer has used the letter
-O- to show a ball shape that can be linked with football and any other sport. The designer team did not use any
pictures because they wanted to focus only on the main acronym of the project and keep it simple so they can
experiment at a later stage with the background of the website, visuals etc.

16

http://www.logocritiques.com/resources/color_psychology_in_logo_design/
Colour Psychology in Logo Design - Free Logo Critiques
18
http://www.logocritiques.com/resources/color_psychology_in_logo_design/
17
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Figure 33: The official colours scheme of the project logo

Lastly, all communication actions and materials such as website, social media, YouTube, articles, presentations,
flyers, press releases, and publications etc. of the COPA EUROPE project will contain:

•
•

the project logo
the EU emblem with the text referring to Horizon 2020 funding.

Figure 34: the EU emblem with the text referring to Horizon 2020 funding.

4.2 COPA EUROPE visuals
EBOS has also designed several visuals for the project’s website and social media. These materials were uploaded
in the shared Confluence space under the ‘Dissemination & Communication material’ for all partners to be able
to use them for their dissemination activities in the future. The visuals’ designs were mainly based on the ‘sports’
theme of the project and on more ‘digital’ graphics and colours.
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Figure 35: COPA EUROPE Visual 1

Figure 36: COPA EUROPE Visual 2
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The DCM also designed visuals for the social media accounts of the project with the correct dimensions as can
be seen in the Figures below (Figure 37-Figure 40).

Figure 37: Visual for COPA EUROPE Facebook page cover

Figure 38: Visual for COPA EUROPE LinkedIn page cover (1536x768px)
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Figure 39: Visual for COPA EUROPE Twitter page cover (1500x500px)

Figure 40: Visual for COPA EUROPE YouTube channel cover
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4.3 Key Document Templates
The DCM in collaboration with the project coordinator have prepared a few templates, assisting in a better
implementation of the project’s dissemination and communication activities. These templates were sent to the
consortium and uploaded by the DCM to the Confluence shared workspace under the ‘Templates’ section. These
templates are:
a)
b)
c)
d)
e)
f)

4.3.1

A Power Point Presentation Template for Partners’ Introduction for the KOM
A Power Point Presentation Template for COPA EUROPE project
A Deliverable Template
A Monthly Meeting Template
A Meeting Minutes Template
The official COPA EUROPE Letterhead

PowerPoint slides

Figure 41: Presentation Template for Partners’ Introduction for the KOM 1/3

Figure 42: Presentation Template for Partners’ Introduction for the KOM 2/3

H2020-ICT-2020-1

Grant agreement ID: 957059

Page | 42

D7.1 Project website and social networks

Figure 43: Presentation Template for Partners’ Introduction for the KOM 3/3

Figure 44: Presentation Template for COPA EUROPE project ¼

Figure 45: Presentation Template for COPA EUROPE project 2/4
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Figure 46: Presentation Template for COPA EUROPE project ¾

Figure 47: Presentation Template for COPA EUROPE project 4/4

H2020-ICT-2020-1

Grant agreement ID: 957059

Page | 44

D7.1 Project website and social networks

4.3.2 Deliverable template

Figure 48: Deliverable Template 1/9
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Figure 49: Deliverable Template 2/9

Figure 50: Deliverable Template 3/9

Figure 51: Deliverable Template 4/9
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Figure 52: Deliverable Template 5/9

Figure 53: Deliverable Template 6/9
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Figure 54: Deliverable Template 7/9

Figure 55: Deliverable Template 8/9
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Figure 56: Deliverable Template 9/9

4.3.3 Meeting agenda Template
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Figure 57: Meeting agenda template ½

Figure 58: Meeting agenda template 2/2
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4.3.4 Meeting Minutes Template

Figure 59: Meeting minutes Template 1/5

Figure 60: Meeting minutes Template 2/5
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Figure 61: Meeting minutes Template 3/5

Figure 62: Meeting minutes Template 4/5
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Figure 63: Meeting minutes Template 5/5
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4.3.5 COPA EUROPE Letterhead

Figure 64: COPA EUROPE Letterhead
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5 Conclusions
This document describes the project’s website which is considered as the online COPE EUROPE project
presence and the several templates created for the project following a common structure, colors and
content.
The link to access the website is also provided within the document. How the administration of the website
is performed is also described along with the methodology behind the design and development of the
website. The structure of the deliverables’ template is also described along with the other templates for
power point presentation, monthly meetings report and minutes.
This deliverable is part of Task 7.1: Dissemination and Communication activities performed under WP7:
Business exploitation and dissemination. For that reason, the content of the website will be continuously
updated with dissemination material until the completion of the Project at M36.
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Annex I: Privacy Policy for the COPA EUROPE website
Introduction
This Privacy Notice will inform you as to how the COPA EUROPE Consortium (hereinafter referred to as the
“Consortium”, “we”, “us” and “our”) collects and processes information about you and in particular your
personal data. We hereby assure you that this Privacy and Personal Data Protection Policy (“Policy”) fully
respects and complies with EU Regulation 679/2016 (“Regulation”) and any other relevant legislation.
The processing of personal data, such as name, address or e-mail address of a data subject shall always be in line
with the General Data Protection Regulation (GDPR), and in accordance with the country-specific data protection
regulations applicable to the COPA EUROPE Consortium. Through this data protection declaration, we would like
to inform anyone concerned and the general public of the nature, scope, and purpose of the personal data we
collect, use and process. Furthermore, by means of this data protection declaration data subjects are informed
of the rights to which they are entitled.
As the data controller, the COPA EUROPE Consortium has implemented numerous technical and organizational
measures to ensure comprehensive protection of personal data processed through this website.
Useful Definitions
•

•

•
•
•

•

•

Personal Data: Personal Data is any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly,
indicatively by reference to an identifier such as a name, an identification number, location data, an
online identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
Personal data breach: Personal data breach is a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to personal data transmitted, stored
or otherwise processed.
Controller: Controller is the natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data.
Processor: Processor is a natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller.
Processing: Processing is any operation or set of operations which is performed on personal data or on
sets of personal data, such as collection, recording, organization, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction.
Third party: Third Party is a natural or legal person, public authority, agency or body other than the data
subject, the controller, the processor and persons who, under the direct authority of the controller or
processor, are authorized to process personal data.
Consent: Consent of the data subject is any freely given, specific, informed and unambiguous indication
of the data subject’s wishes by which he or she, by a statement or by a clear affirmative action, signifies
agreement to the processing of personal data relating to him or her.

The Controller
Regarding the personal data in cases where as a Project Consortium, we determine the purposes and means of
the processing, the Data Controller is the COPA EUROPE Consortium.
Principles we adhere to
At COPA EUROPE Consortium, we are committed to and adhering to the following principles of processing
personal data in accordance with Article 5 of the Regulation. The personal data are:
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•
•
•
•

•
•

processed lawfully, fairly and in a transparent manner in relation to the data subject (principle of
‘lawfulness, fairness and transparency’);
collected for specified, explicit and legitimate purposes and not further processed in a manner that is
incompatible with those purposes (principle of ‘purpose limitation’);
adequate, relevant and limited to what is necessary in relation to the purposes for which they are
processed (principle of ‘data minimization’);
accurate and, where necessary, kept up to date; we take every reasonable step to ensure that personal
data that is inaccurate, having regard to the purposes for which it is processed, erased or rectified
without delay (principle of ‘accuracy’);
kept in a form which permits identification of data subjects for no longer than it is necessary or as
required by relevant Laws (principle of ‘storage limitation’);
processed in a manner that ensures appropriate security of the personal data, including protection
against unauthorized or unlawful processing and against accidental loss, destruction or damage, using
appropriate technical and organizational measures (principle of ‘integrity and confidentiality’).

Finally, we are able to demonstrate compliance with the aforementioned principles (principle of ‘accountability’).
Collection of Personal Data
The COPA EUROPE Consortium as the Data Controller collects Personal Data from you within the purposes of
research and the project’s scope. So, in the following cases:
•

•
•

When you contact us directly or indirectly (e.g., through the project’s webpage and/or e-mail, or through
our partners, or through our Social Media pages, etc.), in order to be informed regarding the Project or
ask for relevant information;
If you fill in any of our documents or subscribe to our newsletter;
COPA EUROPE Consortium may also publish video or photographs of images in case of events or
workshops, provided that the relevant data subject gave their consent to the publication of it. There is
no transfer of this personal data to third parties outside the same COPA EUROPE Consortium.

Minors’ Personal Data
We do not collect or process minors’ personal data without verifiable parental consent in cases when we are
able to control it. For example, it is not possible to control information that is communicated to us online. In any
event, if we find that we have collected any personal information from a minor without verifiable parental
consent (in accordance with Article 8 of the Regulation), we will immediately delete the information from our
records. If you believe we may have collected information from a minor, please contact us.
Categories of Data Subjects
The categories of data subjects include:
•
•
•
•
•

Partners of the Consortium;
Users visiting the project website;
Social Media users;
COPA EUROPE΄s Collaborative Platform users.
General Public

Kind of Personal Data we may collect about you
Data from the following categories of personal information about you may be collected and processed per case
in order to serve the purpose of the data collection and in accordance with the relevant legal basis as described
in this Policy:
•

Contact details with you or a natural person you may indicate instead of you (name, surname, address,
telephone or fax number, email);
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•
•
•
•
•

Occupational information (occupation, position);
Incident investigation data, such as incident details, data of persons involved or related information;
Information required by the institutional framework such as personal data of persons depended or
related to our Consortium members;
Apps/websites/social media related data (cookies, full name or nickname, information you publicly
disclose and comments on social media, or email attachments);
Your picture when attending our events, or your photo is uploaded on our social media or website and
of course in both cases under your consent;

Purposes of Processing & the Legal Basis of Data Processing
The processing of personal data is based on one of the “legal bases” as referred to in Article 6 of the Regulation
(or Article 9 in case of special categories of personal data). The legal bases on which the collection and processing
of personal data are based on (in most of the cases) are: consent, compliance in performing our contractual
obligations, compliance with our legal and statutory obligations, and the safeguarding our legitimate interests.
For special categories of personal data, the legal bases are: explicit consent, performance of obligations and
exercise of specific rights of the controller or data subject in the field of labor law and social security/social
protection law and for the assessment of the working capacity of the employee, medical diagnosis, the provision
of health or social care or treatment. The legal basis, on which the processing of your personal data is based, is
as follows for each processing purpose:
Consent: when you communicate with us in any way directly or indirectly as interested in our project, when you
fill in our documents, when informing you about our findings in the context of our dissemination activities, when
you make a complaint or statement or when assessing us, when participating in our events, when you visit our
social media accounts, or when you give us your business card.
Commitment to perform our contractual obligations: when you have agreed to receive our newsletter.
Compliance with our legal obligations: to comply with our legal obligations to all sorts of authorities such as
labor law, regulatory authorities, tax, accounting, auditing, judicial authorities and agencies or in connection with
our contractual obligations or during payment of our liabilities.
Safeguarding our legitimate interests: to improve our services, or when investigating and managing any
potential incident, or for the assessment of persons and situations. The Consortium is informed about the
processing purposes and the legal bases under specific documents internally.
Retention of Data Period
We store personal data for as long as it is required by the respective processing purpose and any other permitted
linked purpose always within the projects scope on completion of the project the data shall be stored until
completion of the project.
Cookies are stored depending on their nature as you may be informed in our cookies policy linked to the present
policy (please see below).
Personal data you disclose to us as users are stored for until the completion of the project.
Data that may be needed for our legitimate interests as a Controller shall be kept until the reason for storing
such data ceases.
Specifically, for the data we process based on your consent (as an example for marketing), these are kept from
obtaining the consent until it is revoked or there is no longer needed to store it.
Information that is no longer necessary is safely destroyed or anonymized. We limit access to your personal data
to those partners who need to use it for the specific purpose.
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How we ensure the security of Personal Data
We have received reasonable organizational and technical measures to protect the personal data we collect. We
follow international standards and practices to ensure the security of our networks. We ensure you that your
personal data is processed securely and legally, by adhering to policies and developing and implementing
procedures in accordance with the purposes and legal bases of processing. For example, the following security
measures are used to protect personal data against unauthorized use or any other form of unauthorized
processing:
•
•

Access to personal data is restricted to a limited number of authorized partners as per project structure
and under the Data Management Plan and Ethics requirements.
Our repository system of Microsoft Teams, used for the processing of personal data, all technical
measures are taken to prevent loss, unauthorized access or other illegal processing.

In addition, access to these ICT (Information communication technology) systems is monitored on a permanent
basis in order to detect and prevent illegal use at an early stage. Although the transfer of data through the
Internet or a web site cannot be guaranteed to be protected from cyberattacks, we work to maintain physical,
electronic and procedural security measures to protect your data.
Some of the security measures we take are not announced for obvious reasons.
To whom the Data may be disclosed
We take measures to ensure that the recipients of personal data are kept to a minimum. The personal data we
collect are disclosed to third parties, provided that the legality of such disclosure is fully justified. Specific
personal data from those we lawfully collect as a Controller, may be accessed (or disclosed) on a case-by-case
basis by:
•
•
•
•
•
•
•

Any relating supervisory authority within its role;
Any public or judicial authority where required by law or judicial decision.
The auditor of the company, for necessary data according requirement (financial, employment, contracts
and other controls), under confidentiality.
The advocate, for whatever data is required in legal cases, under confidentiality.
The Insurance cooperating company and only for the relevant part of the information.
Partners’ banks (of the company, the staff or affiliates and suppliers), only for payment related data.
The training or systems consultants, the trainer, for training or systems control issues and only for the
necessary pieces of information and data.

Your rights as a Data Subject and how you can exercise them.
You have the right to be informed, the right of access to your personal data, the rights of rectification and erasure
(in cases it is permitted), the right to restriction of processing, the right to data portability, the right to object. If
processing is based on your consent you may withdraw it at any time.
The right to be informed is exercised through this privacy and personal data protection notification. In some
cases, it is also mentioned in documents – forms we are using.
We inform you that we are not using software of decision making solely based on automated processing
including profiling.
Right of access: you have the right to obtain from us confirmation as to whether or not your personal data is
being processed as well as other relevant information, and, where that is the case, access to your personal data.
Right of rectification: you have the right of rectification of your inaccurate personal data as well as to have
incomplete personal data completed by providing a supplementary statement.
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Note: Since it is not possible for us to be aware of any changes to your personal data if you do not inform us,
please help us keep your information accurate by informing us of any changes to your personal information we
do process.
Right to erasure we have to answer such right when:
•
•
•
•
•

your personal data is no longer necessary in relation to the purposes for which we collected it;
withdraw your consent on which the processing is based and where there is no other legal basis for the
processing;
your personal data has been unlawfully processed;
personal data has to be erased for compliance with a legal obligation we are subject to;
personal data has been collected in relation to the offer of information society services.

We reserve the right to refuse this right if the processing is necessary for compliance with any legal obligation,
we are subject to, or for reasons of public interest, or for the foundation and exercise or support of our legal
claims (according to Article 17 § 3).
Right to restriction of processing; you have the right to restriction of processing when:
•
•
•
•

you contest the accuracy of your personal data for a period enabling us to verify the accuracy of the
personal data;
the processing is unlawful and you oppose the erasure of the personal data and request the restriction
of their use instead;
we no longer need your personal data for the purposes of the processing, but it is required by you for
the establishment, exercise or defence of legal claims;
you objected to processing pending the verification whether our legitimate grounds override those of
yours.

Right to data portability: You have the right to receive your data in a structured, commonly used and machinereadable format and under an explicit request such data to be transferred to both, you and another natural or
legal person who will process it.
Right to object: you have the right to object to the processing of your data at any time when the reason for the
processing relates to direct marketing.
In the event that you make such request in a written or electronic form regarding any of the above rights, we
will assess your request and respond within one month of its receipt, either for its satisfaction or to provide you
with objective reasons preventing it from being satisfied, or, given the complexity of the request and the number
of requests at the given time, request an extension of response for a further two months period (according to
Article 12.3 of the Regulation).
The exercise of your rights is free of charge. Where requests from you are manifestly unfounded or excessive, in
particular because of their repetitive character, we may refuse to answer or charge you an administrative fee.
If you are dissatisfied with the use of your data by us, or our response after exercising your rights, you have the
right to lodge a complaint with a supervisory authority.
Personal Data Breach
In the event of a breach of the security and integrity of the personal data processed, we will take the following
measures (in accordance with Article 33 and 34 of the Regulation in case we are the Controller) and we will:
•
•
•
•

Assess it in order to implement the appropriate procedures needed to limit the breach;
Examine the extent of the breach and the sensitivity of the data included;
Evaluate the risk and its impact on your rights and freedoms;
Endeavour to reduce as much as possible the damage that is or may be caused;
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•
•

Notify within a time limit of 72 hours of becoming aware of the breach, the National Personal Data
Protection Authority, if required;
Assess the impact on your privacy and take appropriate measures to prevent the repeating of the
incident.

Links to other Websites
Our Website may contain links to other websites that are not operated or controlled by us. If you click on a thirdparty link, you will be directed to that third-party site. We recommend that you review the Privacy Policy for
each site you visit. We have no control over and assume no responsibility for the content, privacy policies, or
practices of any third-party sites or services.
Cookies
By following this link, you will be informed on our cookies policy.
Contact details with the Data Protection Authority
Additional information and terminology for the Regulation can be found at https://eur-lex.europa.eu/legalcontent/EL/TXT/?uri=celex%3A32016R0679.
Contact us
If at any time you want to contact us or make a request regarding your rights or any other matter relating to the
protection of personal data you may contact the Project Coordinator info@copaeurope.eu
Policy Update
This policy is effective from November 2020 and will be reviewed when there is a significant change. This review
will be available on our website.

Last update 05/11/2020
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Annex II: Cookies Policy of COPA EUROPE website
In order to make your visits to our project Site as pleasant as possible, the COPA EUROPE Consortium uses
cookies. These cookies automatically track and collect certain technical information that your browser sends to
us. This information might include Internet protocol (IP) addresses, the browser type, browser language, Internet
service providers (ISP), referring/exit pages, URLs, operating systems, date/time stamps, and other similar
information. However, this information doesn’t identify individual users and we use it exclusively to analyze
trends, to administer the site, to track user movements around the site as a whole to improve the services
provided.
What is a Cookie?
Cookies are simple text files downloaded to your computer or mobile device when you visit a website or page,
so the website can recognize your device the next time you visit. They’re essential for easy navigation, making
your experience faster, easier, and more personalized. The term “cookies” in this Policy is used to refer to all files
that collect information in this way.
There are many functions cookies serve. For example, they can help us to remember your language preferences
or login information or analyze how well the site is performing, or even allow us to recommend content we
believe will be most relevant to you.
There are cookies set by us called first party cookies;
A third-party cookie is a cookie that is associated with a domain name different from that of the page where the
cookie is encountered. Third-party cookies are placed by the external social media profiles used in COPA EUROPE
website.
Third-party cookies are different from First-party cookies, which are associated with the domain of the page
being visited.
Types of Cookies
1. Strictly Necessary Cookies: These are the most important cookies because they are essential for the
operation of the site. You need them to move around our website and access many basic features. If you
opt to disable these cookies, you will not be able to access or use ASTEP website at all.
2. Functionality Cookies: We use functionality cookies to allow us to remember your preferences. They
record information about choices you’ve made on our website, such as language etc.
3. Performance / Analytics Cookies: We utilize performance/analytics cookies to analyse how the Website
is accessed, used, or is performing in order to provide you with a better user experience and to maintain,
operate and continually improve the Website. For example, these cookies allow us to better understand
our Website’s visitors so that we can improve how we present our content or collect general and not
personalized information about Website visitors such as what browsers or devices they are using,
determine the number of first-time users etc.
Within these three categories, cookies are classified as either session or persistent cookies. “Session” cookies
are temporary and once you close the browser window, they are deleted from your device.
“Persistent” cookies remain on your device for a longer period and are used by the website to recognize your
device when you return.
Retention period of the Cookies we use
The session cookies are temporary and they are not retaining after closing the browser window. The functionality
cookies and the Performance/Analytics Cookies are stored by Google to “remember” the user’s interactions with
the website (Google Analytics) for a period not exceeding 2 years, while the marketing cookies are stored until
the completion of the project.
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D7.1 Project website and social networks
How to control Cookies
You have the right to choose whether or not to accept cookies through the pop-up in this site. However, please
note that if you choose to refuse cookies you may not be able to use the full functionality of our Website.
Most browsers allow you to change your cookie settings. These settings will typically be found in the “options”
or “preferences” menu of your browser. In order to understand these settings, the following links may be helpful;
otherwise you should use the “Help” option in your browser for more details.
Cookie settings in Internet Explorer
https://support.microsoft.com/en-us/products/windows?os=windows-10
Cookie settings in Firefox
https://support.mozilla.org/en-US/kb/cookies-information-websites-store-on-yourcomputer?redirectlocale=en-US&redirectslug=Cookies
Cookie settings in Chrome
https://support.google.com/chrome/answer/95647?hl=en
Cookie settings in Safari web
https://support.google.com/chrome/answer/95647?hl=en
iOS
https://support.apple.com/en-us/HT201265
Change of this Policy
We may change this policy to reflect changes in legal framework and in our practices and services. We suggest
you to visit from time to time this policy for updates.
Further Information
We suggest consulting the Help section of your browser or taking a look at the About Cookies website which
offers guidance for all modern browsers
www.allaboutcookies.org and/or https://developers.google.com/analytics/devguides/collection/analyticsjs/co
okie-usage
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