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Executive Summary

The relevanEuropean UnioEU legal framewaorks that are applibke to the various activities foreseen in COPA
EUROPE are identifiel this deliverableln particular, it provides insight into the legaid ethicalframework

with regard to processingf personal data under the Genefahta Protection Regulation (GDPR), as well as the

other EU Regulations, such as th®mvacy Regulation, which concerns privacy on electronic communications,

the FreeFlow ofNon-PersonalData Regulatiomon the legal framework of nepersonal information and the
Platformto-Busi ness Regul ation, which safeguards fairnes:c

This deliverableontinues toidentify and assessll the research actions of COPA EUROPE that require attention

with regard to legal andthical supervision, as well assolid framework to address considerations raised in a
standard and easily monitored wayll fhe actiorstaken to abide by the EU legal and ethical framework that has

been definedremain an ongoing activity with developmen&nd progress in the project requiring a constant

review to ensure compliancsll project end More specifically, the internal data processing policy of each
Consortium partner is stated, the criteria for selecting participants during the trials and ptbgct activities,

and the framework for handling research data throug
the role and responsibilities of the Ethics Boardjchtaims at mitigating any ethical risks, are provided in this
deliverable.
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1 Introduction

COPA EUROPE projaths to engage transmedia storytellingaMer-the-top (OTT) sports andsgorts events
by providing endo-end (E2E) integrated streamlined workflow$ie project focuses on thraesecases (UCs):

1. Disrupting premium sports television services
2. Cultivating European psrts as a broadcasting property
3. “Gl@a&bass” |ive coverage streaming over 5G test

To fulfil the goals of the three UCs, the projeleipends on the engagement afwide range of actors and
stakeholders from technical partners to general audience (end usef$le involvement of human subjects
throughout the trials of COPA EUROPE requires the definition of a legal and ethical frameéfnarikgato the
EU Regulations, by which the project partners will abide.

DeliverableD1.1 “Legal and ethical framewdrlprovides the background information of the project, focusing
specificallyon its components that require attention from an ethicalipb of view. Moreover, it provides a
detailed overview of the legal and ethical framework that is relevant to the research activities of COPA EUROPE.
Finally, it documents all the actions that have been taken to prevent any ethical risks throughout jget.pro

1.1 Mapping Projec® Outputs

The prpose of this sectionistomapOP A E UR&® Agreement commitments, both within the formal
Deliverable and Task description, against the proje

Tablel: AdherencetoC OP A E URADRIEErable & Tasks Descriptions

COPA EUROHRm®&Ssk Respective Document Chapter Justification

T1.4: COPA EUROPE ethical & leg 3—Legalandethicalframework | Section3 gives a detailed
framework and EC ethics overview of the legal and ethical
requirements framework in accordance to the
EU legislation and with respect tq
the project foreseen research
activities.

GThis Task aims to ensure the
project@ foundation is ethically
compliant and responds to the ethig
requirements that the EC typically
requires of consortia. Further, it aim
to deliver legal guidelines to create
the baseline for a legally compliant
development of the COPA EUROP|
technologye

T1.4: COPA EURORPE ethical & leg 4.3—Partners internal data Inthesesections the actions take
framework and EC ethics processing policy by the project consortium
requirements regarding equality, privacy and

4.4— Criteria in recruitin ) ;
g data protection are described.

oX Fidance will be given on how ke research participants
societal values affected, i.e. equalit]
privacy and data protection can be
safeguarded, whilst remaining

cognizant of endlza SNJ Yy S SR

H20206ICTF20201 Grant agreement 10857059 Page |10
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T1.4: COPA EURORPE ethical & leg
framework and EC ethics
requirements

G{SOdzNRAG& I yR LN
identified by conducting a thorough

analysis of the building components
G2 0SS dziAt Al SR®

2.1-Bulding components of
COPA EUROPE

This section providean analysis
of its building components and
identification of those
components that require ethical
oversight.

T1.4: COPA EURORPE ethical & leg
framework and EC ethics
requirements

G ¢ KA &vill léad o the
identification of legislation,
principles and values regarding the
sharing of personal and nen
personal data,ricluding data within
the context of the use cases, such i
facial images. The exercise from th
Task will result in a description of
legal requirements to be taken into
account in the development of the
envisaged technologies and
integrated into the desig of the
platform. Emphasis will be put inter
alia on: i) privacy and data
protection framework, including
main definitions, principles,
obligations and rights under the
General Data Protection Regulatior
(GDPR), and theferivacy Directive
and forthcomingRegulation,
especially the legal and ethical
challenges around privagyeserving
techniques, Big Data analytics and
automated decisioimaking; ii)
regulation on the free flow of nen
personal data, data ownership and
data sovereignty; iii) competition
law; iv) internet of things; and v) Al
Ethical Guidelines on how the
developed tools might impact key
societal values, in particular the
impact of algorithms and analytics
tools on equality, privacy and data
LINPGSOGA2Y S gAff

4 —Research actionsf COPA
EUROPHvolving ethical
aspects

In Section4 the actions taken by
the project Consortium to addres
any legal or ethical issues with
respect to its research activities i
presented; with particular focus
on the criteria for recruiting
research participants, the
procedures followed prior
collecting any datag(g, informed
consent), and processing of
personal data.

H20201CT20201

Grant agreement 10957059

Page |11




CHPA

D1.1. Legal and ethical framework EUROPE

2 COPA EUROPE project background and ethics principles

In the past years, there has been a dramatic increasen-linear orts (both live sports and esports)ewing.

COPA EUROPE aimé&utél the increasing demand by leveraging OTT sports media services and combining them
with new media technologies. To this end, the project will aim towards democratisation of the consumer
experience, thus enabling a cesffective live video service that is accessible from anywhere, whilst ensuring a
bespoke distribution that will alter the experience for every individual user. To achieve that, COPA EUROPE wiill
provide a clouebased infragucture for harvesting, accommodating, transmitting, and distributing digital
content containing sports and other competitive events. Moreoviee, project will provide the infrastructure
required to allow content creators and producers of live coverameenct to live outcomes, via innovative
workflows.

To achieve the aforementioned aims, COPA EUROPE has the following objectives:

a. To design a decentralised E2E platform for sports media channel federation, enrichment, and
broadcasting

b. To implement thenfrastructure needed to allow content creators and producers of live coverage to
react in an adaptable and flexible way to live sports outcames

c. To disrupt the OTT sports media services market with unprecedented flexibility of purchasing and
subscription nmanagement options

d To produce higher quality services that respect
network effects through federated learnir{§L)

e. To implement content adaptation and Quality Experiencg QoE)for interactive high-quality media
delivery,

f. To develop and pilot alternative platforms for broadcasting the content, connecting fans with detailed,
reaktime information

g. To validate the COPA EUROPE visimugh solid, realife UG and public, live demonstratgrand

h. To implement impactriven disseminatiorstandardisationand exploitation.

EBOShe Ethics Manager of COPA EUROPE, has developed the legal and ethical framework in collaboration with
all partners. Thus, this document aims to ensure that the foundatid®d@PA EUROPE is ethically compliant and
in line with the requirements imposed by tHeuropean Commission (EC). Finally, it seeks to provide legal
guidelines that can serve as the baseline for a | ec

2.1 Bulding components of COPA EUROPE

COPA EUROPE comprises a multitude of functional components that are congfosednicraervice
architedure. One main feature of miceervice architectures is that each component is-selitained, which

means that each seite stores and manages its own data. Data from other services are only accessed via their
respective public interfaces. Thus, each service encapsulates all its business logic and maintains sovereignty over
its own data. As a result of this there is an abance of functional components within the COPA EUROPE
platform, each ofwhichmust be analysed separatelly terms ofhow they gather, store, and process data. In

this section, the components that comprise the COPA EUROPE platform are preséthtedfocus on whether

they potentially require ethical oversight. The functional components of COPA EUROPE are divided into the
categorieresented inTable2.

L For a thorough description of all components that comprise the COPA EUROPE platform, please refer to the deliverable
D1.3 “COPA EUROPE Architecture”.
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Table2: A list of all functional components that comprise the COPA EUROPE platform

Category Components

Core Components COPA EUROPE Coordinator
User Authentication
Message Broker

User Applications EndUser XR Application

Egorts Production App

LivestreanmDirector

Livestream Producer

Collaborative Transmedia Authoridgevents production

TV Viewing App

E R = =4 =4

Content Management Semantically rich Media Asset Library

Processing Components ContextTailored Transcoding & Delivery
Transmedia Storytelling§ools
Media Artificial IntelligenceAl)

Blockchain

= =4 -8 =4 =

Middleware Third-Party Social Services

Third-Party Services for Redime Data Acquisition

= =4

Analytics 1 Analytics Service

2.1.1 Core components

Since the COPA EUROPI&Rtform is designed as a mi@ervice architecture, it requires fundamental
functionality, which provides the necessary coordination, monitoring, conformance, Quality of Service (QoS),
and composition of the system. These core components comprise the COPA EUROPE coordinator, which is
responsble for controlling the task flow in the platform, the message broker that realises a common bus for
inter-service communication, and the user authentication module, which handles the access of users to the
platform. From these services, only the user aittication module processes and stores user information. The
other two components only facilitate the execution of tasks and the communication within the platform, and
therefore, by their nature do not handle any sensitive user information. The informattored in the user
authentication component is made available via JSON Web Tokens (JWT) that contain some basic information
about the user, such as the username. The JWT is issued direthly tiser who must include it in requests
against the COPA EURB platform. This information can only be used by other services to asghaniser

within the platform but does not expose critical user information.

2.1.2 User applications

The COPA EUROPE platform has multiple user applications, which act as gateways fortheeplatform in

one form or another. This can be, for example, conteahsumption(EndUser XR Application, Livestream
Platform, Viewing App, Playout Client Ul for Livee&ning) or contentcreation (Esports Production App,
Collaborative Transmedruthoring). As such, the data that is gathered and stored by these applications either
remains on the device the application runs on or is transferred to another COPA EUROPE service, which may
store and process the data themselves.

H20206ICTF20201 Grant agreement 10857059 Page |13
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2.1.3 Content management

The content management category of COPA EUROPE components only consis&wmiittieally Rich Media

Asset Ibrary, which is responsible for hosting and managing the content provided on COPA EUROPE, such as
videos and their corresponding metadata. Ashsubis component may require some legal and ethical oversight,

as it must beensuredthat the hosted content does not contain anything illegal dhdt, for example, adult

content is censored or removed.

2.1.4 Processing components

The processing components cprise servicesesponsible for processirthe contentof the platform Theyare
categorsed according to their functionalityinto Qontext-Tailored Transcoding & Delivery, Transmedia
Sorytelling Tools Media A] and Bockchain. Each of them contains muléipsubcomponents, which will be
further described in the following.

ContextTailored Transcodingand Deliveryinvolves the necessary steps for live amddemandvideo streaning

which applies contextentric coding algorithms to transcode video into thegquired formas for multiple
different target devices and platforms. This includes@untextCentric Media @ding, which retrieves the video
stream and transcodes G Network &ing, which provides guaranteed bandwidth for streaming the video to
the client, Qubjective Quality of Experience (QoE) Assessment which usesAtrtificial Intelligence(Al) to
automatically assess the perceived video quality given the video and coding pararaeteenables the media
coding to adapt its coding parameters, tB&reaming 8rver, which is in charge of preparing the content for its
delivery to the user, and th€ontextCentric Media Blivery, which delivers the content to the user \Hiypertext
Trarsfer Protocol T TP streaming mechanisms. None of these components use any sensitive user information
and are therefore not in need of ethical oversight.

The transmedia storytelling tools comprise multiple mponents that help connected subscriberslanedia
professionals in indexing, searching, navigating, synchronising, and editing compelling productions from
heterogeneous media sources and a variety of social media channel$rarmmedia Storytelling &dhagerwill
provide the backend mechanism atitk assistive tools for the process of authoring and managing transmedia
storytelling. TheDataDriven Graphics I&out component will interface with rdaime third-party data
application programming interface®\PI13, to conduct datadriven production ofrich, illustrated information,
infographics, and visual summsations. Thdntelligent Narrative Mnageruses Al to automatically spot actions
within sports or esports videos. This will make it possible to understand andsanéhat is happening in a game.
Finally, thePlayout Managerwill constitute a playouandinteraction framework targeting a variety of dashboard
applications for a wide range of smart surfaces to allow spectators an enhanced and psesbraiving
experence. Some of these swdomponents store and process media in various formats, including images.
Especially because these components can not only be used by media profesbiatraliso by end users, it must

be ensured that sensitive or illegal data ig stored, used, played out, and, if necessary, censored or entirely
removed. Therefore, this component may require ethical oversight.

The media Al component implements a recommender system, which provides pessdnalideo
recommendations to the users tie COPA EUROPE platform. The Al models used by the recommender system
are trained using a distributed learningh®@me called FIFL is specifically designed to keep user data private,
because, instead of uploading the user data to a central site andttl@ring the models on that data, each

client trains a small model that is shared with all users by aggregating it into a global model. Thus, the user data
is kept private on the device of the user and never shared with any COPA EUROPE conmipoaEkxiven
Analysis & Bcommendatiorsub-component is the central point for retrieving recommendations for users. The
recommender system retrieves the trained recommendation models fromQhstered Flcomponent on a

regular basis and uses it to generate recoemndations for users based on the media librarie Qustered FL
component represents the central coordinating server for the FL system. FL clients will have to register with this
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component to participate in th€Lof the recommender system. The componsetects-L clients foeachround

of training and distribute the central model to the, receives training updates from the FL clients and
aggregats them into an updatedglobalmodel, identifies clusters within the population of the FL clients and
trains separate cluster specific modelBecause of the special FL scheme employed in the training of the
recommender system models, these components never actually gather, store, or process any user data and
therefore do not require ethical oversight.

The blockhain component includes the services of the COPA EUROPE platform that will provide support for
peerto-peer (P2B network infrastructure necessary to deliver an efficient smart contract transaction
ecosystem, and subsequently will deliver a decersedlilive stream to individual paying subscribers. The
Blockchain EventeBricehas the function to monitor the state of the blockchain network and propagate the
detected information to the analytics service of the project. Heonomicricentivesub-componenthas the
function of introducing an incentive inducing mechanism to attract more participants into the ecosystem and
thus increase trust in the media content. Tkiatalogue of &vicesis the component that connestthe
blockchain with the other componentsf the COPA EUROPE platform. Blexkchain DBe®viceis the main
blockchain service for the entire COPA EUROPE platform. The main function is to record all business transactions
including marketplace and token related operations. This while ensuringgepamee, immutability, and finality

of the transactionsThe blockchain component does not require any ethical oversight for two reasons. Firstly, it
only stores the required user data for business transactions. Secondly, during the project lifegipggments

will be based ora tokenbased payment system usiing virtual assetsthus, no transactions will take place
during the project. This is expected to change in case the project advances to the compsatiaigtihase once

it ends, at which point thethics and legal framework should be redefined, asr@ated regulationsand the
relationship with the stakeholdershould be considered

2.1.5 Middleware

The middlewarecategory of COPA EUROPE componeimgolves serviceswhich are responsible for the
interaction between the COPA EUROPE platforms and-lairty servicesThis comprises thirgarty social
services and thirgbarty services for reaime data acquisition. The thirgdarty social services component acts as

a bridge between various social mediatibrms, such as Twitter and Facebook, and offers a unified interface
for other COPA EUROPE components to interact with these social media platforms. This component is mainly
used to post media content about events or to retrievetopdate information abat events. In this capacity,
there may be the need for ethical oversight as it must be assured that the information posted does not contain
any sensitive datae(g, event photos that contain underage attendees without parental consent). The- third
party services for realime data acquisition retrieves live data from COPA EUROPE evenitstenadts with
external APIs that report in real time-game statistics as well as specific information about players, game status
and in general valuable data that stmibe the overall status of the gamghus, this component does not handle

any sensitive data.

2.1.6 Analytics

The Aalytics component receives usage information from all COPA EUROPE components in the form of events
(e.g, page views). The data will then be stored and made available internally in the form of dashboards and
reports. This component will be based on the ofeurce Matomo, which is GDRBmpliant analytics engine.

Still, this component might require ethicalersight, ast needs tobe made surethat only anonymised usage

data is sento the analytics engine.

2.2 COPA EUROPE components that require ethical oversight

In conclusion, there are multiple components of the COPA EUROPE platform that we have identified as
potentially requiring ethical oversight. None of these components, however, inherently require the gathering,
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storing, or processing of éenonymised user information, and only have the potential of accidental leakage of
such data. The following list en@mrates all components that may require ethical oversight:

1 Semantically Rh Media Asset Library
1 Transmedia&&orytelling Tools

1 Thirdparty SocialServices

1 Analytics

To this end, the legal and ethical framework, as well as the actions taken to safeguar&€ORGRE from any
ethical or legal implications, are discussed in the rest of the document.
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3 Legaland ethical framework

Thelegal and ethicdrameworkimposed by the EU and national regulations asldted to the activities of COPA
EUROPE is presentedive following sections.

3.1 GDPR overview

The GDPR2016/679) is an EU law regulation on data protection and privacy, applied in both thadibe

European Economic Area, while considering personal data transfer outside those régjimpeses a specific
framework of obligations to both controllers and processors in a much more specific way than Bée@DPR
regulation replaces the Data Protection Directive 95/46/EC and its main puipaserovide individuals with

controls andrights over their own personal data. Since GDPR is a regulation and not a directive, it is directly
binding and applicable. Within GDIPR, a number of legal termsre defined however, in this document the

most relevant to the project’s activities are presete

9 Personal data:is considered to be any information that is related to an identified or identifiable
individual. Exampls of data that can be consided as ersonal aret he i ndi vi dual ' s ne
address, emanddress, gender, ethnicity, religion, biometric informatietc.

9 Data processingAny action that is performed on the personal data is considered to be data processing

irrespectiveof whether this actionis automatedor not. Such actions include collection, organisation,

storage, use, adaption of dgtamong others.

Data subjectThe data subject is the individuahose own data is collected, processed and/or stored.

Data controller:The data controller can either be a natural or legal person, a public authority, an agency

or any other body, which determines the purposes and mean of the processing of personaittieia

alone or in collaboration with other entities.

9 Data processorThe data processas a third party who processes the personal data of individuals on
behalf of the data controller.

= =4

3.1.1 Sensitive personal data

The GDPR includes a special category of personal data that must be treated with additional security, namely
“seintive personal data”. This special type of dat a
rest of personal data and thus requires specific processing conditions. Personal data that fall under that category
according to Aiitle4? (13), (14) (15)and Aricle 9° of the GDPR are:

a. Personal data that include racial or ethnic origin of the subject, itg&ipal opinions, as well as its
religious or philosophical beliefs

b. Tradeunion membership

c. Personal data that reveal genetic data or biomettata processed in order to reveal the identity of a
human being

d Personal data relataedd to the subject

e. Data about the sexual orientation or the sex life of the subject.

According to the work conducted in D8Data Management Pla# Initial versiori, COPA EUROMREither
require nor foresee$o collect any sensitive personal data. In the event this condition changes, the Ethics Board
(EB)f the project will form the procedures required fprocessinguch data anéhform the relevantpartner(s).

The itaManagemen®fan (DMP) tables as depicted in D8.4 are availablédiimex |

s health

2 Art. 4 GDPR Definitions- GDPR.eu
3 Art. 9 GDPRProcessing of special cataies of personal dataGDPR.eu
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It is estimated that by M3 a newDMP will be surveyed in an effort to obtain the latest data collected or
produced to keemll actions updatedind relevant.

3.1.2 Data processing

The project partners are only able to collect, use, store or sell any personal datadbt one othe conditions
set forth inArticle 6* (1) ofthe GDPR is satisfied. Specifically, one of the following conditions must apply:

a. Consent foithe processing of their personal data for one or more specific purposes has been received
by the data subject.

b. The processing of the personal data is necessary for the execution of a contract in which the data subject
is a party

C. Processing is necessary order to comply with legal obligations to which the data controller is the
subject.

d. The processing is required to protect the vital interests of the data subject or of another natural person.

e. Processing is necessary for the performance of an actionlledafeguard the public interest or in the
exercise of official authorities vested in the data controller.

f. The processing of data is necessary for the purposes of the legitimate interests pursued by the controller
or by a third party. Cases in which timerests or fundamental rights and freedoms of the data subject
require protection of personal data, and particularly when the data subject is a child, such condition does
not apply.

On the occasion the lawful basis for data processing has been estahlizased on one of the aforementioned
conditions, the data controller documents the action and the data subject is notified, thus ensuring compliance
with the particularities of data transparency. In the event the justification of legal basis has chérgexzito be
documented and the data controller has to inform the subject regarding this change.

Partners of COPA EUROPE have received and willerfeeisonsent of the data subjects for processing of their
personal data with regard to the purposestbé project.

In order to ensure protection in the event of data processingichrs® of the GDPR provides the principles that
should be taken into consideration. In general, the following principles shall be followed:

a. Lawfulness, fairness, anttansparency:The processing of data is conducted within a lawful, fair and
transparent framework with regard to the data subject.

b. Purpose limitation: The data is collected for specified, explicit, and legitimate purposes. To this end,
further processindor archiving purposes in the public interest, scientific or historical research purposes
or statistical purposes shall be considered to be compatible with the initial purposes of collecting the
data, in accordance with Ade 8% (1) ofthe GDPR.

c. Data mhimisation: The data shall be adequate, relevant and limited to what is necessary for the
purposedor whichthey are being processed.

d. AccuracyThe data shall be accurate giifirelevant, keptup to date. Thus, every reasonable step must
be taken in orér to ensure that inaccurate personal data that are linked to the processing purposes are
either erased or rectified without any delay.

e. Storage limitation:Data must be kept in a form that permits identification of data subjects for no longer
than is necessary for the purposes for which the personal data are processed. Therefore, personal data
may be stored for longer periods, as long as thmprocessed solely for archiving purposes in the public

4 Art. 6 GDPR Lawfulness of processingGDPR.eu

5 Art. 5 GDPRPrinciples relating to proceimg of personal dataGDPR.eu

6 Art. 89 GDPRSafeguards and derogations relatitogprocessing for archiving purposes in the public interest, scientific or
historical research purposes etatistical purposesGDPR.eu
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interest, scientific or historical research purposestatistical purposes in accordance with isl&89 (1)

of GDPR. The aforementioned is subject to the implementation of the appropriate technical and
organisational measures required by i8le 5 of the GDPR in order to safeguard the rights and freedoms
of the data subject.

f. Integrity and confidentiality:Appropriate security of the personal data is ensured during its processing,
including protection against unauthorised or unlawful processing and against accidental loss, destruction
or damage, using approjitie, technical, or organisational measures.

g. Accountability:The data controller shall be responsible for and be able to demonstrate compliance with
points (a)(f).

All of the above principles were carefully studied and the DMRich hasalready beercreatedand circulated
among the project partnergddresses the specific points by posing relevant questions to processors of data to
ensure adherence to restrictions. For example, purpdsetation includes justification and related task
recognition for the specific work or research. Retention period and time intended to keep the data is also
analysed to make sure data is not kept longer than it is needed. Consent, fatiith are further discussed in
Sectio 4.6, and keeping participants informed on the purposes of the research carried out also reinforces
transparency and lawful execution of processing.

3.1.3 Rights ofdata subjects

There are several rights entitled to human participants involved in research activities with regard to the collection
and processing of their personal data. The existing Data Protection Directive (Directive 95/26/&&#Chme

more thorough while in some caseit was enriched with the creation of new rights for matters relatediaba
subjects, with the introduction othe GDPR. It is therefore of paramouimportance for the COPA EUROPE
partners to be fully aware of the data subjedts, the human participantshat will be involved in the research
activities of the project, in order for any actions taken to be within the legal and ethical framework. theder
GDPRArticles 15-22),the human participants have the following righ8j:

a. The data subject’s right of access

b. The data subject;s right to rectification

C. The right to erasure (or to be forgotten)

d The data subject’'s rijght to restriction of proc
€. The right tobe informed

f. The right to data portability

g. The right to objectand

h. The right to not be subject to a decision based only on an automated processing.

As indicated in the templates of the informed consent forms, provided in Alindefore any data bem
collected, the data subject must sign the forms. Moreover, all human participants have the right to withdraw
their consent at any point without having to justify their choice. In such case, their data will be immediately
deletedunless there is a legahbis and contractual obligation to preserve.

3.1.4 Data Protection Impact Assessment

According to Aiitle 35" of the GDPRa Data Protection Impact AssessméPIA is required in cases where the
rights and freedoms of data subjects are likely to be under higjts through the processing of their data. In
particular, a DPIA i®quired if any of the following applies:

7 Art. 35 GDPRData protetion impact assessmenGDPR.eu
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a. An automated decision making, such as profiling, for a systematic and extensive evaluation is applied to
the personal data related to natural pons.
b. An extensive processing of sensitive data occurs.
c. A systematic monitoring of public areas occurs on a large scale.

Following theDMP (Annexl), COPA EUROPE does not require to proceed with adDBii& phaseas none of
the aforementioned condibns are met. DMP is ‘diving’ document and in case new evidence rewdhhat a
DPIA is required prior processing data, such actions will be taken@@aoy data processing.

3.1.5 Data anonymisation

Many relevant EU legislations and directives, includiveyGDPR, consider anonysaiion of data to be an
effective measure in order to prevent identification of a data subject. Data an@ation is a technique in which

private and sensitive information of data subjects are either completely erased or replaceshcrypted
identifiers that connect the individual subject to its data. This measure is necessary and is taken even in cases
where there is a legal basis to process the personal data identified in accordé@hcarticles5 and 6 of the
regulation.

In this regard, data controllers should consider several key aspects when applying such techniques. As data
anonymgation requires assurance with respect to the satisfaction of the necessity of compatibilitgiryg

regard tothe legal grounds and circustances of the further processing, it is a more complicated procedure than
just the process of personal data. Some of the most prevalent anaayioni methods are data masking,
generalsation and data swapping. Data masking is a method in which dataderhidith replaced values, by
employing techniques such as encryption, character or word replacement, and character shuffling.
Generalation can be utilised by removing certain identifiers in a dataset, in order to make it more general.
Finally, data swappg is a method where values in the dataset are swapped, aiming at having data values that
do not correspond to the initial dataset.

Pseudonynsation is a method that can be employed by having some data protection while preserving the
integrity of the orginal data and the statistical accuracy, through the replacement of unique identifiers with fake
ones or pseudonyms. In spite of the many advantages this method offers, it cannot be used solely as an
anonymgation technique, as it reduces the linkability the original datasethowever, it does not eliminate it.

As stated in Recitals 28 and @Pthe GDPR:

The application of pseudonymisation to personal data can reduce the risks to the data subjects
concerned and help controllers and processors to meeirtdataprotection obligations. The explicit
introduction of“pseudonymisatiohin this Regulation is not intended to preclude any other measures

of data protection (Recital 28)

In order to create incentives to apply pseudonymisation when processingmardata, measures of
pseudonymisation should, whilst allowing general analysis, be possible within the same controller when
that controller has taken technical and organisational measures necessary to ensure, for the processing
concerned, that this Regation is implemented, and that additional information for attributing the
personal data to a specific data subject is kept separately. The controller processing the personal data
should indicate the authorised persons within the same contro{Recital )

In generalthe most effective method for data anonysation is the use of a combination of the aforementioned
methods in the event of handling personal data. Even if numerous techniques are applied, there are residual
risks, as denonymgation can beapplied; a method where anonyseid data is crosgeferenced with other
databases, thus aiming at the-i@entification of data subjects. COPA EUROPE will ensure via data minimisation
principles that personal data will be processed in order to become anongniThus, the data will be collected

and stored without having the ability to be traced back and linked to an individual trial or a demonstrator
participant.
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COPA EUROPE abides by the GDPR Regulation and complies with any local jetistefiore, specific
measures have been set in the event that personal data, as defined in S8ctjaa exchanged between the
project partners. Specifically, persal data that is shared between partners must be fully anosgthpriorto
sharing. Data can be exchanged among partners without being fully anset/ini case the specific partners
have conducted a separate agreement for data processing, thus settiirgotie operational measures to be
taken priorto the exchange or processing. It should be noted that in spite of separate agreements, the data
exchange measures must be in accordawith the EU Data Protection Legislation.

3.2 e-Privacy regulation

AlongsideGDPR, the-rivacy Directivi4] (i.e., Directive on privacy and electronic communicatiphas been
established by the EU Commission, in order to enhance seauritytrust in the digital single market. The e
Privacy is a more thorough and updated version of EU telecommunications and data protection frameworks,
which has been created in an effort to ensure that communications over public networks remain respectful t
the fundamental rights of the users. Thd?@vacy RegulatioePR [5], which is not in force, iset to repeal the
current Directive. Unlike the Directive, the Regulationa lisgal act of the EU, thus forcing all state members to
abide by it effective immediately. The latest update of thBrévacy Regulation is the derogation approved by
the Europa@an Parliament on 06/07/2021, allowing electronic communication providers to seek and report
material related to child sex abugeprivate conversations.

COPA EUROPE must comply with &@RR once in effect for electronic communicationn particular,
confidentiality for electronic communication data that fall undérticle 4(3)(a) of theePR, but are not personal
data, and thus cannot be covered under iste 4 of the GDPR, must be ensured. The umbrella of electronic
communication data comprises electrancommunications content and electronic communications metadata.
The former includes content such as voice, videos, images, text and sanddxchanges by electronic
communications media. The latter includelsta to trace and identify the source and daesttion of a
communication, location data, date and time of communicatietc.

There are three distinct cases in whitdita can be protected und€eDPR andPR. In the first one, an electronic
communication data, adefined in Aricle 4(3)(a)of the ePRis not classified as personal data (ArGBPR)
therefore,the éPR is applied, as it would otherwise not be covered uttftleGDPR. In the second case, personal
data which are not qualified as electronic communication data are covered by the GDPstopmwinally, in

the third case there is an overlap betwette GDPR anthe ePR. Specifically, data that fall under the definitions

of both the GDPR aritle ePR, as personal data and electronic communication data, respectively. In this scenario,
the ePRprevails ovethe GDPR. Thus, the legal basis for the data processing has to comply vwdth AePR

and not Aricle 6 of the GDPR.

3.3 FreeHow of Non-PersonalData Regulation

The Regulation of the Free How of Non-Personal Data [6] was introduced in 2018, aiming at limiting the
complications with regard to the free flow of data in the EU. Whilst the framework under which GDPR is operating
aims safeguarding persorddta, this Regulation has been adopted to ensure the free flow ofpeyaonal data,

thus boosting the digital single markéh order to achieve that, localisation requirements for mandatory data
arenot allowed, competent authorities have access to sdata without restrictions, and data porting by users

is facilitated.

Nonpersonal data is defined in the Regulation as the data that are not personal, by the definition of personal
data that is provided in Aitle 4(1) ofthe GDPR. Consequently, any d#tat are not classified as personal can
be considered to be nepersonal.
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3.4 Platform-to-Business Regulation

Lastly,as COPA EUROPE will implement a platform accessible by end users, RtaBosmess Regulation
(P2BR]7] will be applied to safeguard the data of enders and the fairness and operational transparency.
Transparencynd fairness are the two main pillars of P2BR.

Throughthe P2BR readily available contractual terms and conditions regarding the treatment as well as the
mechanisms used for rankitige productsof providersand the requirements for suspending or terminating their
services are provided’lheP2BR is a tool for obligay providers of intermediation services to be transparent
and provide such information to their users.

The main aim othe P2BR ido achieve fairness through the settlement of effective -offtcourt redress
mechanisms such as internal handling systems fusiness users and mediation procedur@serefore
contractual terms and conditions prepared by the intermediaries have to include a list of independent mediators
that can be approached to settle disputder facilitating this processn COPA EURORE¢h contractual terms

and conditions will be availablenline for the users prioto entering the platform with their credentialg\ny

user that wishes to use the services of COPA EUROPE should agree to them during their subscription to the
platform.

H202061CT20201 Grant agreement 10957059 Page |22



CHPA
D1.1. Legal and ethical framework EUROPE

4 Research action®f COPA EURORtvolving ethical aspects

When considering research actions in which human subjects are participating, there are ethical imglibation
should be considered with respect to the safeguarding of their privacy and proteatitreir personal data.
Therefore the COPA EUROPE consortium is considatirghical aspects provided in the following sections.

4.1 Ethics principles in COPA EUROPE CA and GA

The partners of COPA EUROPE aim at performing the tasks of the project while complying with the GDPR and
any other local legislations. Thus, personal data sharing does not occur unless they have been fullysadonymi
prior to sharing or a separate data @essing agreement has been established between the involved partners,

in which operational and technical measures have been taken fwriany exchange or processing. To this end,

the following clause is provided in the Consortidmreement(CAj§, thus ensiring compliance with the GDPR
provisions:

“The Parties may share Personal Data of individual ¢
CA or theGrant AgreementGAf or exampl e, name, business teattephon
I nf or mat i o n agree thak the Business Contad Information will only be processed to the limited
extent required to manage thbusiness relationship between the Parties. Each Party, its Affiliated Entities, and

its contractors may, whereveéhey do business, store, and otherwise process such Business Contact Information.
Where notice to or consent byhe individuals is required for such processing, the Party who shares its
empl oyees’, representatives!l, notic¢gnandc¢oor #btBCh,
“Each Party confirms that any Background,infoRatomul t s,
that is provided, disclosed or otherwise made available between the Parties during the impleme wifattien
Action and/or for any Exploitation activities ("“Sh
by the General Data Protection Regulation 2016/679 except Business Contact Inforiation.
“Accordingly, each P awiseynakeshSbarefl inforsdtiongvai@ablei toadaaysothey Partyg t h €
(“Data Provider ") represents to all the Parties ¢t}
the EEA : (i) it will ensure that, all data and information contained in SHafedmation, excluding Business
ContactInformation, is anonymised such that it is no longer Personal Data, prior to providing the Shared
Information to such other Party; (ii) where legally required and relevant, it has a legal ground, and all
authorisatbns, licensesand/or consents, to make the Shared Information available; and (iv) there is no
restriction in place that would preverny such other Party from using the Shared Information for the purpose

of this Action and the exploitatiothereof. The Pdies acknowledge that they have no obligation to review the
Shared Information provided by the Data Provider first, and thereafter by any other Party to determine if the
Shared Information contains any additior®grsonal Data beyond the Business Conliafcirmation. However,

if either Party becomes aware of aagditional Personal Data provided by the other Party, it will delete it or
return the Personal Dat a.”

“Additionally, each Party shalll c ommuni dpatédechange t h e
affecting compliance with sections (b) or (c) above. In addition, if a Data Provider is expected to provide or
otherwisemake available Shared Information containing Personal Data as a Controller to any other Party (the
Processor)n order tocomply with the requirements of the Data Protection Legislation, this Data Provider and

the applicable other Party (the Processor) shall then agree and enter into a data processing agreement, as is
reasonablyrequired (1) to reflect each Parties obligat®and risks under the Data Protection Legislation and (2)

to enable each Party to comply with their respecti v

8 COA EUROPE Grant Agreement, 5.1.3
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Part of the B mission is to ensure the adherence to the above terms and compliance toothteactual
obligations of the partners as these have been designed and agreed upon. This adghieeedby frequent
checks via open communication, meetings of audit nature and/or review of output prepared.

4.2 Ethics Bard

AnBBhas been formed tprovidethe ethical oversight ahe COPA EUROPE projeatier the supervision of an
independentEthics Alvisor Mrs Rosana GarretaWLI) The main aim of theHds to ensure that any activities
related to the project, including trials involving human patrticipaate performed while adhering to the legal
and ethical requirements of the project. A quarterly meeting is held by Byg&wever, more frequent meetings
are scheduled in the event of trials and experiments ethical review. The objectives dB #ine Eed below:

a. Inform and support the consortium with relevant praets and regulations regarding Ethics

b. Constantly review and updatte DMP as t he project’s data invento
well as the risk assessment registry containisggiof the projects

c. Identify deliverable reports, events or other project outputs that would entail resdsociated tahe

et hics’; context
d. Monitor and check partners actions in a certain framework and whether policies of the project are
followed, and

€. Analyse information and decide on the Data Impact Identification Assessment requirements depending
on the parameters set by the GDPR regulation.

The members of theEare listed inTable3. Other members of the consortium can be added to tBé& Eequired.
Table3: Members ofthe Ethics Board

Name Organisation ‘ Role

Antonio Paradell WLI Project coordinator
George Margetis FORTH Technical manager
Yerasimos Yerasimou EBOS Ethics manager
Dany Moshkovich IBM Member

Moreover, the Bis foreseen to have a monitoring role throughout the project. Thus, deliverables that have been
selected based on their content will be reviewed in case they contain material that could compromise the project
from an ethical and/or legal poirdf view. Siilarly, tasks and project outputs that have been identifiedhigbr

risk are constantly monitored by the Ethiddanager and the rest of the teanTable4 lists the task and
deliverables that have been identified by thB &d their actions are continuously monitored. The list presented

in Table4 is merely for illustration of the activity anglill be constantly updated throughout the project, as new
developments occur and deliverables are produced.

Table4: Deliverables, tasks, and outputs identified by the Ethics Boahigagisk

Type Description

Ethical considerations outlined and
Deliverable| ensured for the Privaegy-Design
principle

D1.2,| COPA EUROPE requirements and use |
D1.4 | definitions
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# ‘ Title ‘ Type Description
D13 Review privacglements and architectura

COPA EUROPE architecture Deliverable| components €.g., User Aithentication) to

D1.5 )
ensure security framework

Ensure no personal data is involved and

T1.1 | Use case definition and refinement Task . )
involved technical measures are taken

The B objectives remain active throughout the duration of the project. The identification of risks, data to be
produced or collected throughout the project are under constant review on an ongoing basis ratheroff one
exercise to make sure the actions and meas taken remain relevant and effective till the project ei@.

reflect that, a number of risks related to the legal and ethical aspects of COPA EUROPE have been identified,
which are constantly monitored, whereas actions for their mitigation have beepgsed. The legal and ethical
risks(Table11) are shown in Annex Ill.

In summary, dcisions, recommendations and suggestions by tBevEhin its mission and objectives will be
communicated formally to Consortium members and record keeping will be followed with actions and plans to
make sure that any points raised are thoroughly followed and actiatieexecuted towards mininsing risks.

4.3 Partners internal data processing policy

The internal data processing policy of each partner has been documented in“D&td management plar
Initial versiori, which was submitted in M4.

Table5 lists the internal policy for each partner, which is revisited and updated (if any changes have occurred)
in this document.

Table5: Partners internal data processing policies

Partner Summay of the internal data processing policy

When implementing personalada processingWorldline shall ensure that the personal datg
processed is:

1 processed lawfully, fairly and in a transparent manner in relation tadtita sibject;

T collected forspecified, explicit and legitimate purposes and not further processed in
manner that is incompatible with those purposes;

1 adequate, relevant and limited to what is necessary in relation to the purposes for wi

they are processed;

accurate and, where reessary, kept up to date;

kept in a form vinich permits identification of dataubjects for no longer than is necessg

for the purposes for which the personata are processed,;

1 processed in a manner that engsrappropriate security of the personaitd.

WLI q
1

Worldline implements adequate processes and measures, so at all times, it can demons
that the way in which it or its thirgharty subcontractors process personaita in accordance
with the requirements of the applicable Data Protection Legislation.

FORTH Only the personal data that is absolutely necessargémducting the relevant research will
be collected and processed through the "pseudorsani i on" process. U
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Partner Summay of the internal data processing policy

remain confidential and their identity will not be stored agy means along with their replies
recordings, or screenshot data. Their personal data will receive a code number and the
list linking their name to that number will béosed in a secure, locked digital file. When the
data is used, theirnamewil not be di splayed under any
are protected and kept safe throughout tipeoject. After the completion of theroject, the
list linking theimame to the code number of their data will be deleted. The data processif
and analysis will be carried out by the processing coordinator of each study, as well as b
processing coordinators of the partners. The results of the study may be publisheentifisc
journals and conferences in an anonymous form.

Participants will be lale to withdraw their consent to the study at any time, in writing to the
Scientific Coordinator of the study (the contact details will be provided in the Informed
Consent Form).

All applicable EU and national legal frameworks and guidelines on the postedtpersonal
data, as derived from the application of the "General Data Protection Regulation (EU
679/2016)", will be considered in the pertinent studies.

FHHI

In cases personal data is received by CEBBROBpartners (Note: The collection of personi
data by Fraunhofer HHI is out of scope of @®@PA EUROBBject), the data will be
collected and stored for the project duration only and be erased afterwards. The scientif
data derived from these data setdlibe kept longeterm at the lab forscientific

purposes. As a matter of safety, regular data backups (weekly to monthly) are carried ou
automatically at the lab by the IT group of HHI. These backups transfer datéedocal
server to a dedicatedterage machine located in“aeighbouf building. The access to this
building is also restricted to autheed staff only.

Restricted access to the data stored will apply only to a few employees of the lab who w
have access to those data. No third gawill be able to enter, collect or copy any of those
data. Besides, no visiting researcher will be able to have access to any of those data.

IBM

IBM protects €.g, via access controls) its data as addressed by the IBM security and the|
correspondingsecurity protocols. IBM has controls in place to protect personal data, sens
personal data and all confidential information

NOVA

Only the personal data that is absolutely necessary for conducting the relevant research
be collected and processddrough the "pseudonynsa t i on" process. U
remain confidential and their identity will not be stored by any meafong with their replies
recordings, or screenshot data. When the data is used, their name will not be displayad
any circumstances.

Participants will be able to withdraw their consent to the study at any time, in writing to tf
Coordinator of the study (the contact details will be providethi Informed Consent Form).

All applicable EU and national legal framek#and guidelines on the protection of persong
data, as derived from the application of the "General Data Protection Regulation (EU
679/2016)", will be considered in the pertinent studies.

EBOS

The company fully complies with its obligations regardimglegal and statutory framework
and fully respects the principles of lawful and ethical processing. Towards that aim the

H20201CT20201

Grant agreement 10957059 Page |26



CHPA

D1.1. Legal and ethical framework EUROPE

Partner Summay of the internal data processing policy

company has designed and implemented a Management System (GDPR and informat
Security Managemerysten{ISM$ which entails policig, rules and processes to ensure
compliance with regulations and specifically 2016/679 and local legislation and protectio
information assets of its customers and its owB. O $rivacy policy can be fourat:
http://www.ebos.com.cy/privacypolicy

VITEC will only use personal information in a lawful and fair maNh€EQvill only collect
information when it is necessary and will only collect information if it is relevant when deg
with the subjects VITEC, 99 rue Pierre Sémard, 92320 Chatillon is the data controller un
the EU General Data Protection RegulatittBPR) and has designated a Data Ryciion
Officer (DPO) who can be contacted at priv@ejtec.comVI|I TEC’' s pri vacy
at: https://www.vitec.com/privacypolicy

VITEC

LU complies with GDRP, has a data management offitHe@al counsellor), does not colleg
LU personal data as this is not required for their activities (video/transmission research) ang
will get partners/objects permission for their PR videos or images.

All applicable EU and national legal framewonkd guidelines on the protection of persona
EKT data, agderived from the application of the "General Data Protection Regulation (EU
679/2016)", are considered in studies.

Based on Aitle 4 ofthe GDPRand specifiEU Member State implementations, COPA EUR@PREdopted a
general controller/data processor architecture in order to handle and manage any personal data. Therefore,
each partnerhas appointed a Data Protectionfficer (DPQ, whose details are presented Trable6 andin
accordancewith the task requirements

Table6: Partners contact points & DPOs

Partner Organgational Contact person DPO
Antonio Paradell Maria Isabel Mena Mayor
W antonio.paradell@worldline.com dlesdatospersonalesiberia@worldline.cor|
George Margetis Mrs. Anthi Strataki
FORTH gmarget@ics.forth.gr dpo@admin.forth.qr
Stavroula Ntoa
stant@ics.forth.gr
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Partner Organgational Contact person

Mr. Mario Perkowski

David Neumann mario.perkowski@hhi.fraunhofer.de

david.neuman@hhi.fraunhofer.de

Fraunhofer HH| For CFL, Davieumann as WP3 chair is
Muller, Karsten responsible, and thus also for the data
karsten. I hhi f hofer. processing for HHI"’

arsten.mueller@hhi.fraunhofer.de COPA EUROPE.
IBM has provided their Data and Asset

IBM Dany Moshkovich Classification and Protection policy, show,

in Tableb.
loamis Markopoulowill be the contact
loannis Markopoulos with N OV ADPG.

NOVA _ _
loannis.Markopoulos@nova.gr N OV ADPA name is Mr George

Matsoukas
Yerasimos Yerasimauill be the DPO. A
Yerasimos Yerasimou Data Protection Coordinator for the

EBOS _ activities within theCOPA EUROBBject

yerasimosy@ebos.com.cy has been appointed: Mr Philippos
Philippou (contact: dpc@ebos.com.cy)

VITEC Frank Benson privacy@vitec.com

LU Baruch Altman Elad LustigGeneral Legal Counsel LiveU
Baruch@liveu.tv elad@liveu.tv
MarclLeny o

Olivier CAILLET

EKT mleny@ektacom.com

ocaillet@ektacom.com

As per the requirements of the specific task, the effect of the above analysis has been not only the identification
of the relevant officer in each partner of the consortium, but also of the sensitive issues which prevail in the
execution of the project ahthe responsibilities of each partner regarding ethical and legal aspects. Due to the
complexity and interrelationship of the various tasks and the number of partners involved, the contribution by
each partner in matters and actions thereon relatedetbics,becomes imperative.

4.4 Criteria in recruiting research participants

As mentioned in earlier sections, COPA EUROPE will develop a solution that will cope with the increasingly
growing demand for notfinear sports content. Three distinct mechanisms willebgployed toward achieving

the aforementioned goal. Firstly, the existing centralised architectwi#e used by offering a decentralised
streaming platform. Another action ithe increase inthe coverage of gorts events and other activities
generatel by i ndividual user s, thus establishing this t
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to-Gl as s” I i v eports ewerts cayey BG netfvorke, which will provide the audience with multiple
viewing angles of the same evewgbnstitutes the third mechanism

The project outputs are addressing a wide range of age groups; however, they are directed mostly towards
younger audiences that mainly consume media online in contrast seitioraudienceghat prefer traditional

ways of consumingnultimedia content. COPA EUROREough its activities, will havehe participation of
humans within the scope of gathering the initial requirements for the development of the platform and its
components,conducting of labratory tests, validation of the different trials, as well as evaluation and small
scakassessment of the project’ s ckandoesatuate it, theldhave deer t o
developed to assess the usability, acceptance and impact creatiomeofdéveloped technology by the
participating users. Volunteers which ardevant to thepredefined Unvironments will be included in each

case.

COPA EUROPE ensures that equal opportunities are provided with regheddarticipation in the US€of the
project. Moreoverdiscrimination orany forbidden grounds, such as age, sex, race, colour, ethnic or social origin,
genetic features, language, religion or belief, political or other opinion, membership of a national minority,
property, sexual orientatin and disability is forbidden, thus abiding by Ade 21 (Nonrdiscrimination) of
Equality[8].

Relevant user groups, including media professionals, sports fahgsports enthusiasts, are the main target
audience groups. Moreover, related stakeholders are involved, such as artist communities and academic bodies.
Finally, partners relevant to theG are exploiting their business establishment by approaching eciting

relevant users for the live demonstrations. Nonetheless, COPA EUROPE respects the freedom of individuals and
their right to decidewhetheror notto participatein its UCs

4.5 Secondary data

Unlike primary data, which are data collected by the €awtium to fulfil the needs ahe COPA EUROPE project,
the term “secondary datacharacterises data that is repurposed and used in a different scope with respect to
the originalpurpose for whichit has been collected.

Processing of secondary data cowolctcur for the exploitation of readily available data that might have been
collected for a different scope, for research purposes. As mentioned earlier, prigaga will be overseen by

the ethics guidelines provided in this doment. On the other hand, thethics governing secondary data
collection and/or processing depend on the terms and conditions of the original source which have already been
accepted by the subjectse.in case data is collected from a website, the terms and conditions that thehaser
accepted prior entering the website.

According to the Gthe research activities of COPA EUROPE will be bad®ath primary and secondary data

of human participants. Nonetheless, the results of the initial investigation for all the data collectiwities,

which has been performed under T8.3 and documented in D&#€x ), did not show the need for secondary
data at this point of the project. The DMP, however, is a living document and is constantly monitored and
updated throughout the project.

4.6 Informed consent of participants

As mentioned in SectidBi1.3 informed consent forms will be used priorcollection of any data from research
participants thatwill be involvedfor the purposes of COPA EUROPE. The consent must be obtained by means
that areappropriatefor the age and competence level of the data subject. Moreover, the consent failinse

utilised as a tool to establiskoluntary participatiorof the data subjectshence, for each UGS the project, all

9 Section 51: Ethicof the COPA EUROPE Grant Agreement

H20206ICTF20201 Grant agreement 10857059 Page |29



CHPA

D1.1. Legal and ethical framework EUROPE

human participants will have to sign the informed consent form gadheir involvement in any of the activities.

To this end, it is the responsibility of the partner to inform any prospecgpagicipant, by adpting the
information to the skill and needs of the prospective participants with respect to readability and visual appeal.
In addition to the actions mentioned earlier, the privacy policyhef COPA EUROPE website, which includes
information related to data processing presented in Annex IV.

According to Aiitle 7'° of the GDPRthere are specific conditions to be met in order to have a valid consent for
processing personal data. In particulgt:

a. The consent must be freely given. Thus, the data subject must not be forced in any way to consent, even
whenbeingasled for their consent as a requirement for using a service.

b. The consenmust be specific. Therefore, it should be clarified under which data processing activities
their personal data will be used.

C. The consent must be informed; therefore, the prospective participant must be provided with
information related to the processinggtivities that are intended to be applied atwltheir purpose.

d. The consent must be unambiguous. Specifical consent of the data subject must not be
guestionable in any way.

e. The consent must be revoked. As indicated in Se@&iar8 the participants have the right to withdraw
their consent at any time.

Explicit consent is sought after by the project partners whenever this is possible. Therefore, permissiondp

use and publish data for scientific purposes is desiHevever, this is not always achievable due to external
factors such as images of bystanders during data recording. In order to drive willingness to participate in the
research activities ahe project whenever this is feasible, the partners will inform the prospective participants

of the research objectives and expected outws of COPA EUROPE. In case children would like to try out the
demonstrators in public spaces, their legal guardianssibe informed and in case they have any queries
regarding the research aspects of the project, these will be adequately addressed. Finally, monetary incentives
may be used in some events to promote aitied. reward peé

The following actions shall be followed for collecting and processing personal data:

a. The consent fornis digitised followed by destroying the hard copy. The soft copy is saved on a secure
computer located at the premises of the designated data wmldr, in compliance with ISO/IEC
27001:2005 standard40] concerning data security, aiming at safeguarding the data against accessibility
by unwanted third parties or disaster

b. Each participant is assigned a random index number, in the context of anonymisation procedures.

C. An encrypted file that is kept on a@#&e computer at the premises of the designated data controller
includes all the relevant information for linking the digital consent form to the random index mentioned
in (b).

d. All datasets are associated with the generated index, mentioned in (b).

e. Accesgo the encrypted file mentioned in (c) is ordyailable to the designated data controller.

Therefore, for each activity that includes collection of research data in the context of COPA EUROPE, the
responsible partner must provide the human participamgh the consent form, accompanied by the
information sheet that provides information for the project, as well as the aims of the research conducted and
purpose of collecting these data. Examples of the consent form and information sheet are availaiiexh,A

which are the templates that the forms for each dedicated event will be based on. However, these templates
will be modified accordingly to reflect the specifics of each event. Specific information with regard to the nature
of questions the partigants are likely to be asked during research activities, as well as disclosing whether

10Art. 7 GDPR Conditions for consent GDPR.eu
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sensitive questions will be made during these activjtiedl be includedThe research activities in which human
participants will be involved for the purposes of CEBRAROPE are split in two categories:

a. Trainings and workshops
b. Surveys and interview questionnaires

Once the data processing period has expired, which is five years after the project ends, the project partners will
delete all personal and sensitive data rfratheir databases. The deletion procedure will be done by using
appropriate methods that constitute unauthorised restoration impossible, such as Diskiillpdsketc. In case
informed consent is revoked, the deletion of the data shall occur immediatedgpectively of the Hear
deadline. Further processing of the data by some partners can be extended beyond the five years, if parallel legal
obligation exists for such processing and therefor
have such legal obligations shall proceed with the data deletion process.
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5 Conclusions

In conclusion, thisdeliverabl21 . 1 “ Legal a n dhasahalysetheblildifgrcanponents of EKOPA
EUROPE, with particular focus on those that pose @&thiks and require ethical supervision and certain actions,

in order to abide by the EU RegulatioMoreover, ithas provided the relevant EU legal and ethical framework.
Specificallythe GDPRthe e-Privacy Regulationthe FreeFlow of NorPersonal D& Regulation andhe
Platformto-Business Regulation have been analysed with respect to the activities foreseen in COPA EUROPE.

Taking into consideration the information with regard to the building components of the projechamdlevant

EU legislatin, this deliverable has provided a set of actisnsh as the use of informed consent forms ptimr

any data processing, an elaborated explanation of the criteria in recruiting human subjects, the formation of an
BB responsible for the ethical supervisioh COPA EUROPE, and the documentation of internal data processing
policies followed by each partnerhe work by the EB goes further by analgsind identifying the specific ethics
risks which could materiak in the lifetime of the project for a mor@fused and credible approach in parallel
with the commitment and actions of the consortium members. Monitoring and already designing specific actions
to ensure adherence to policies remains a pivotal part to the EB strategy.

TheDMP and the Riskegistryremain 2 of tle most important tools for the ethics anddal functions tgrevalil
and a constant update of both (amongst other actions) is crucial during the developments of the 'prajedt
areas.Closecommunication support as well as monitoring dhe joined responsibility of thpartnersis a key
success factor to thethicsand kegal endeavour
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Annex |: Data Management tables

The data managemenéables per WP, as documented in D8.4 are presented in this section.

Table7: WP1-DataManagementPlan

Partner

Data Description

Data Origin

Data Type(s)

Is this research data,
personal data? (YES or NO

If yes, will include special
category/sensitive personal
data? €.g. sexual
orientation, political
opinion, religious affiliation,
health, biometricetc.)

Means of
collection/processing
(interview, meetup,

j dzZSaGA2Y YL AN

Does this data need to be
shared?

How will it be shared and to
who?

Access level for personal
data?

FORTH

Personal data, viewsomments,
and observation data

CHPA
EUROPE

NOVA

Personal data, viewwlcomments and
content

Cocreation workshop, interviews,
and surveys

Interviews and surveys

Email addressesirst andlast name,
profession, age, country of
residence, views, comments, habitg
observed behaviouts

Email addressesirst andlast name,
profession, age, country of
residence, views, comments, habitg
behaviours?

Yes

Yes

No

No

Interview, meetup, questionnaire,
and observation

Interview, online telcos and
guestionnaires

No No
N/A N/A
Confidential Confidential

11 Email addresses, first, and last name will be collected since all communication with participants will be made via email
exchange (so as to arrange the onlimerkshops and interviews). These data will be deleted as soon as they are no longer
needed. In WP1 and WP5, profession, age, country of residence are used for results' statistical analysis. Views, comments,
habits, observed behaviours constitute data redjag the actual focus of the research activitye( requirements, and
feedback about the COFRUROPE technologies).

2Same as abov&his data will be used whehe corresponding partnerare going to run the surveys. All interviewees will
sign an inforntconsentdocumentprior to participating to the survey. All sensitive information will not be used in the analysis
of the responses. All input will be destroyed following the analysis.
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Partner ‘

Who is the lead person
responsible for this data?

FORTH

George Margetis

CHPA
EUROPE

NOVA

loannis Markopoulos

Data Expiration

Fiveyears after the end of the
project

Data will be destryed following
their analysis. In angase they will
not be kept beyod the duration of
the project

Who has access to it

FORTH employees

NOVApersonnel allocated to the
COPA EUROPE project

Purpose ofcollecting

Relevant project objective

For how long the data will
be stored

Data processor (who is
processing the data, which
partner?)

Owner of thedata or Data
subject €.g., participants in
the interview,
guestionnaire, workshops)

The collected data will be used for
the statistical analysis and functiona
requirements elicitation

The collected data will be used for
the statistical analysis and functiong
requirements elicitation

01

01

Any of the data that are not used in
the reporting of results will be
destroyed when they are no longer
needed, and, in any case, five year
after the end of the project in order
to be able to fulfil reporting
obligations to the European
Commission (whichever is sooner).

Any of the data that are not used in
the reporting of results will be
destroyed when they are no longer
needed.

FORTH

NOVA

Data subjects for research activitieg
in WP1 and WP5 will be
representative users of the COPA

EUROPE platform

Theydo not know the data subjects
since the recruiting process has not
started yet.

Table8: WP3 Data management table

Partner

Data Description

Grouplensé?®

IMDb Data Subsets

Personal data,
comments, observatio
data

13 GroupLense has collected film and video ratings in particutdabmrating and freetext tagging activity from MovieLens
(a recommendation servicelrHHIwill use this, for developing initial Clustered Federated Learning (CFL) technology for

recommender systems in the beginning, when COPA EUROPE specific data is ndtipé avainder legal restrictions

H20201CT20201

Grant agreement 10957059

Page |35



D1.1. Legal and ethical framework

Partner FHHI

https://grouplens.org/d
atasets/movielens/

Data Origin

FHHI

https://www.imdb.com
/interfaces/

CHPA
EUROPE

VITEC

Use case trials

Data Type(s) Video Data Annotation

Video Data Annotation

Email addresseéirst
andlast name

Is this research data,

personal data? (YES or NO NG NG NO

If yes, will include special

category/sensitive personal

data? €.g.sexual i i i

orientation, political

opinion, religious affiliation,

health, biometricetc.)

Means of

collection/processing i i Use case trials, events

(interview, meetup, and shows

j dzSaidA2yyl AN

RS 55 (To be discussed) TBD TBD

shared?

How will it be shared and to GroupLensand the GroupLense and the

who? IMDDb set are planned | IMDb set are planned | -

' to be used by FHHI. to be used by FHHI.

PSR CWVE R o] oI ST i I general, norprofit general, norprofit Confidential

data? level level

Who is the lead person

responsible for thisdata? TBD -TBD Frank Benson

Data Expiration no no Five years after the end
of the project
VITEC employees,

Who has access to it public public project partners,

stakeholders and event
participants

Purpose of collecting -

The collected data will
be usedas training data
set and sample contenti
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Partner FHHI FHHI VITEC

REIEVE W (o[l lel Il O1, O2, O4, O5 01, 02, 04, 05 01, 02, 04, 05

Any of the data that are
not used in the
reporting of results will
be destroyed when
they are ndonger
needed, and, in any

- - case, five years after
the end of the project
in order to be able to
fulfil reporting
obligations to the
European Commission
(whichever is sooner).

For how long the data will
be stored

Data processor (who is

processing the data, which
partner?) FHHI FHHI VITEC

Owner of the data or Data Theydo not know the

subject (e.g., participants in JEIWEISIWA data subjects since the
] . : . IMDb "

the interview, Minnesota recruiting process has

guestionnaire, workshops) not started yet.

Table9: WP5-Data management table

Partner FORTH

No personal data;

Personal data, viewsomments, .
; Data on performance of LU deviceg

and observation data " .
transmitting the video

Data Origin Co-creation workshop, interviews, L Udevices
and observation

4 MovieLens dataset was created by GroupLens, which is a research lab in the Department of Computer Science and
Engineering at the University of Minnesota, Twin Cities. Since GroupLens is probably not a legal eftitg itsghl owner
of the dataset is the University of Minnesota.

Data Description
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Partner FORTH LU

Email addresses, First and Last

name, profession, age, country of
residence, views, comments, habitg
observed behaviouts

Data Type(s) Performance of devices

Is this research data,

personal data? (YES or NO ves No

If yes, will include special
category/sensitive personal
data? €.g.sexual
orientation, political
opinion, religious affiliation,
health, biometricetc.)

No N/A

Means of

collection/processing Interview, meetup, questionnaire
(interview, meetup, and observation

j dzSadA2yyl AN

Logfiles from operated LU devices

Does this data need to be

shared? No No

How will it be shared and to N/A N/A

who?

Access level for personal Confidential N/A

data?

LSS I George Margetis Baruch Altman

responsible for this data?

Five years after the end of the

DataExpiration .
project

Project lifetime or earlier

LU personnel allocated to the COP

Who has access to it FORTH employees EUROPE project

The collectediata will be used for
the statistical analysis and functiong
requirements elicitation

Relevant project objective [KeXk o1

The collected data will be used for

Purpose of collecting UX evaluation

5 The sameas in WP1with regard to email addresses, first, and last naagg)liesfor the evaluation activities that may be
planned online and/or for the recruitment of evaluation partiaigs in field trials. Please note that these will be deleted as
soon as they are no longer needéd.WP1 and WP5: profession, age, country of residence are used for results' statistical
analysisViews, comments, habits, observed behaviours constid¢a regarding the actual focus of our research. (
requirements, and feedback about the COPBROPE technologies).
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Partner FORTH

Any of the data that are not used in
the reporting of results will be
destroyed when they are nlonger
needed, and, in any case, five year
after the end of the project in order
to be able to fulfil reporting
obligations to the European
Commission (whichever is sooner).

For how long the data will
be stored

CHPA
EUROPE

LU

Any of the data that are not used in
the reporting of results will be
destroyedwhen they are no longer
needed.

Data processor (who is
processing the data, which
partner?)

FORTH

LU

Data subjects for research activitieg
in WP1 and WP%ill be
representative users of the COPA
EUROPE platform

Owner of the data or Data
subject €.g., participants in
the interview,
guestionnaire, workshops

Tablel0: WP7- Data management tables

Lead Partner

Data Description
Full name, email

Data Origin COPA EUROPE websitailing list

Data Type(s)

Text

Is thisresearch data,

personal data? (YES or NOj\e]

If yes, will include special
category/sensitive personal
data? é.g. sexual
orientation, political
opinion, religious affiliation,
health, biometricetc.)

NO
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Lead Partner

Means of
collection/processing
(interview, meetup,

Does this data need to be
shared?

How will it be shared and to
who?

Access level for personal
data?

Who is the leadberson
responsible for this data?

Data Expiration

Who has access to it

Purpose of collecting

Relevant project objective

For how long the data will
be stored

Data processor (whds
processing the data, which
partner?)

Owner of the data or Data
subject €.g., participants in
the interview,
guestionnaire, workshops

CHPA
EUROPE

Restricted to COPA EUROPE partners

EBOS-Yerasimos Yerasimou

When the project ends

EBBOS

For WP7. Disseminating and Communicating the project

Objective O7: To validatee COPA EUROPE vision through solid]ifealse
cases and public, live demonstrators

Objective O8: To implement impadtiven dissemination, standardisation
and

exploitation

Any of the data that are not used the reporting of results will be destroye
when they are no longer needed, and, in any case, five years after the e
the project in order to be able to fulfil reporting obligations to the Europe
Commission (whichever is sooner).

EBBOS

Participants in the mailing list/newsletter subscription list
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Annexll: Templates for informed consent ankhformation sheets

CHPA
EUROPE

+

CHPA
EUROPE

COllaborative Platform for trAnsmedia storytelling and

cross channel distribution of EUROPEan sport events.

Informed Consent Form

By signing the attached consent form, | understand that | agree to participate in the COPA EUROPE
project funded by the European Union (Grant Agreement no. 957059) and co-ordinated by

WORLDLINE IBERIA SA.

I, the undersigned
(name/surname) hereby declare that | agree to participate
in this study, in the context of the COPA EUROPE project,

“COllaborative Platform for trAnsmedia storytelling and
cross channel distribution of EUROPEan sport events”

[ Yes
X No

| agree to participate in this activity in the context of the
COPA EUROPE project.

[ Co creation Workshop, O Survey
O Interview, [I Online meeting
[J Questionnaire, (1 Use Case Trial

[0 Other (please define other)

The purpose of the study, the respective activities and my | [ ves
rights have been explained to me in writing (in the
information sheet). LINo
I am participating voluntarily and understand that I can [ Yes
withdraw from the research activities without
repercussions, at any time by the end of the study, and LiNo
have my data deleted.
| am satisfied that the assurances of responsible and strict | [J ves
data governance, given by the COPA EUROPE project, will
be upheld. LI No
I understand that my personal data are kept and treated O Yes
as confidential as far as this research program is
concerned. Lo
I know and understand that my personal data will be kept | [ ves
in a secure environment and that the data controller, as 0

No

well as any data processors, will take all the necessary and
appropriate measures to protect the security, and in

particular the confidentiality and integrity, of personal

This project has received funding from the European

Union’s Horizon 2020 Research and innovation
Programme under Grant Agreement No 957059

Project coordinator: Mr. Antonio Paradell, R&D Manager Smart
Mobility, Mobile Competence Centre, WORLDLINE IBERIA SA (WLI)
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CHPA
EUROPE

data, according to data protection legislation and the
relevant guidelines.

I explicitly declare that | agree with the publication of the O Yes
results of this study in anonymous form and with the
publication of selected screenshots for the promotion of
the study in mass media, and / or scientific publications
aimed at informing the public and / or the scientific
community.

[ No

You may withdraw your consent at any time by submitting a request in writing to (name, email, etc)

Print name (participant) Print name (researcher)

Signature (participant) Signature (researcher)

Date Date

H20201CT20201
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CHPA
EUROPE

COllaborative Platform for trAnsmedia storytelling and

cross channel distribution of EUROPEan sport events.

Information sheet for participating in COPA EUROPE project

You are invited to take part in [specify type of workshop, e.g.: training/evaluation] workshops,
interview, questionnaire of the COPA EUROPE project. This form contains information that will help
you decide whether to take part in the research activities.

KEY CONTACT DETAILS

Controller of the data collected during the co-creation workshops

[Name and contact details of the organisation]

Contact details of the responsible person

[Name and contact details of the person responsible for the research activity]
KEY INFORMATION ABOUT THE PROJECT

Project Coordinator: WORLDLINE IBERIA SA- WLI

Funding Program: Horizon 2020

Website and contacts: https://www.copaeurope.eu/ / info@copaeurope.eu

INTRODUCTION

COPA EUROPE aims to address the exploding demand for non-linear sports consumption (live and
eSports) by leveraging Over the Top (OTT) and combining it with new set of media technologies that
will democratise the consumer experience, enable cost-sensitive live video from anywhere, and
personalize the distribution to change the experience of each viewer individually. | am also informed
that COPA EUROPE will deliver a cloud-based infrastructure for harvesting, accommodating,
transmitting, and distributing digital media with regard to sport and competitive events, including the
infrastructure needed to allow content creators and producers of live coverage to react to live
outcomes, via innovative workflows. In order to achieve the objectives, three use cases are foreseen
during the three phases of the project. These include requirements gathering, lab testing, trial
validation, user evaluation and small-scale assessments with users. The aim of the use cases is to
analyse and assess usability, technology acceptance and impact creation. The use cases will involve
volunteers, relevant to the predefined use-case environments.

Participation in the project use cases requires careful consideration of the context in which
participation takes place, the institutions involved as well as the participants themselves. Participation
in the use cases of COPA EUROPE will be open to participants from any cultural, sacial, economic, and
cultural backgrounds, and on a basis of equal opportunities and non-discrimination on any forbidden
grounds, including age and disability. The user-research teams will mobilise relevant user groups (e.g.,
media professionals, sports and eSports fans), relevant stakeholders and where possible, mobilize
relevant to the COPA EUROPE use cases academic departments.

COPA EUROPE will inform about the project, meet with the relevant institutions and propose
participation in the use cases.

COPA EUROPE respects, and emphasizes the freedom of individuals to choose not to participate.
PURPOSE OF THE RESEARCH

For workshops/ interviews/ surveys:

This project has received funding from the European Project coordinator: Mr. Antonio Paradell, R&D Manager Smart
Union’s Horizon 2020 Research and innowvation Mobility, Mobile Competence Centre, WORLDLINE IBERIA SA {WLI)

Programme under Grant Agreement No 957059
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[The collected data will be used for the statistical analysis and functional requirements elicitation. |
[The collected data will be used for UX evaluation.]

For USE CASES Trials:

[The collected data will be used as training data set and sample content.]

PROCEDURE OF THE RESEARCH ACTIVITY

[Provide details on the format of the research study. Also, explain the type of questions that
participants are likely to be asked during the workshop itself or through a survey that they have to
complete after the relevant workshop. If the research involves questions or discussion which may be
sensitive or potentially cause embarrassment, inform the participant of this.

(Example:

If you choose to participate in this research activity, it will involve you being asked to participate in a
co-creation workshop for the COPA EUROPE project. You will be asked for your views and you will be
able to provide your views through voicing them and they will be documented {via handwritten notes)
by researchers. You will also be able to provide your views through recording your preference via digital
tools (e.g., voting tools) or via responding to questionnaires. Your views will be collected by researchers
in the COPA EUROPE consortium who will analyse them and use them to improve the user-experience
for the COPA EUROPE platform.)]

PERSONAL DATA

Personal data procurement and management within COPA EUROPE will strictly comply with the
provisions of Directive 95/46/EC and the GDPR.

The project will follow data minimisation principles and any data will be “anonymized”, i.e., collected
and stored in a way that can not be traced back to an individual trial or demonstrator participant.

In accordance with the GDPR Article, EU Member State implementations and the ‘Privacy Shield’
concept, COPA EUROPE will adopt a general data controller / data processor architecture for the
handling and management of personal data. COPA EUROPE trials and live demonstrators launched for
evaluation will involve the collection or processing of personal data and therefore all partners
responsible may be called up to act as data controllers (FNET, LU, and to lesser extent, WLI, FORTH
and eBOS).

The COPA EUROPE consortium is committed to perform the project in compliance with the GDPR and
any implementing local legislation (collectively referred to as the "EU Data Protection Legislation"). To
this end, the partners will ensure that no Personal Data (as such term is defined in the GDPR) will be
shared between the partners unless (j) it has been fully anonymized prior to the data sharing, or (2)
the specific partners who have elected to exchange or otherwise process Personal Data, have entered
into separate data processing agreement and have determined what operational measures should be
taken prior to such Personal Data exchange or processing, all in accordance with the EU Data
Protection Legislation.

The data controllers will also carry the responsibility to manage and delete data, when applicable:
[Indicate the personal data that you will collect from the individual.
(Example:

Your identity data (full name, contact details) will be collected for the purposes of the study and in
particular to facilitate the organisation of the workshop. In the context of the workshop, you will be

! The partners need to modify the purpose of the research if it is different from the one mentioned in this
template.
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asked about your views and ideas regarding the technologies that will be used in the context of the
Project.

Due to the COVID-19 pandemic, the workshop will be carried out via teleconferencing. During the co-
creation workshop one or more of the following methods will be used in order to collect data:
interviews, questionnaires, observation, collaborative sketching, and voting on preferred features.
Selected screenshots capturing a specific teleconference instance may be used for the communication
of the study in mass media and scientific publications to inform the public and / or the scientific
community. Before capturing any screenshots, you will be asked to give your consent vocally on your
picture or other identifiable data being captured. In case you wish to opt out from the capturing, you
can turn off your camera or step away; in any case, if you opt out the data controller will not be using
a screenshot of your picture or other identifiable data.)

PERSONAL DATA RETENTION PERIOD
Personal data will be stored until five years after the end of the COPA EUROPE project.

RIGHT TO REFUSE OR WITHDRAW

Should any participant(s) wish to withdraw their participation at any time; they can do so by launching
arequest to the appropriate data controller. Where applicable, participant data will be removed from
results already produced, provided it is not yet published or otherwise reported in project
deliverables.

You can withdraw your consent to this study at any time, in writing to [name and credentials of the
contact person] (see contact details at the beginning of this document).

RIGHTS OF PARTICIPANTS

In accordance with principles of research ethics and EU data protection regulations, the participants
have rights regarding how their personal data are processed.

=

Right to be informed about the personal data collected in and for the purposes of this study
Right to access them, and

Right for these data to be in a portable and easily accessible form.

Right to rectification

Right to erasure

Right to restrict processing

Right to object to pracessing

Right to not be evaluated based on automated processing

Right to file a complaint to the corresponding national Data Protection Authority ([contact
details of national Data Protection Authority]).

LN RN

We aim to fulfil all requests. In accordance with data protection legislation, some requests may be
rejected.

This project has received funding from the European Project coordinator: Mr. Antonio Paradell, R&D Manager Smart
Union's Horizon 2020 Research and innowvation Mobility, Mobile Competence Centre, WORLDLINE IBERIA SA [WLI)

Programme under Grant Agreement No 957059
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WHO TO CONTACT?
To exercise your rights, contact [name and credentials of the contact person].

For any further information regarding [organisation]’s personal data protection policy, you may visit
the website https://www.copaeurope.eu/privacy-policy/ or contact the Data Protection Officer of
lorganisation] at: [DPO’s contact details].
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Annex Ill: COPA EUROPE risk audit

Alist of risks (ERER11) related to the ethical and legal framework have been acknowledged and are presdrabtiirl.

Tablel1l: List of ethical and legal risks

WP

CHPA
EUROPE

i ol . . Risk . : L .
R:k rE?selj cription of affected Risk Trigger OV\:ner Proposed measures angreventive actions Mitigation actions
Investigate which orgasational and
technical measures are taken
Update DMHArequently (data . _
WP1 inventory, tasks relatecetc) Depending on nature of data:
Personal and/or WP3 Bad publicity WP/Task Ensure GDPR p_rlnC|pI§s(:dhered to | q Not?fy authority
ER1 | sensitive data Messages Unmaterialised (purpose, retention periogtc) 1 Notify data owners affected
breach WP4 through SMoor | | eaders Subject rights enablement 1  Notify consortium and PO
website Storage location/ Repositories and | ¢ Consult Legal advisor/EB team
WP8 safety
1 Issue statement
Data transfers
D&C to monitor news/bad
publicity/contact us messages
Project output in _ _ 1 Inform involved partner(s)
terms of Testing session \Wp/Task Review of dehv_erables and software 1 Analyse the thread and take
ER2 | deliverables All results fail on Unmaterialised mod_ules to v_ern‘y _ _ action (edit reports/change
II;ngf)l_oissisugzks on E&L Leader Zg;gggsessmns to include security software components)
Securityelements
not included in . . 1 Inform involved partner(s)
the COPA Testing session wp/Task Review of deliverables and 1 Analyse the thread and take
ER3 | Architecture inall | Al results fail on Unmaterialised communication with architectural action (revisit software
Leader partners toensure inclusion of Ethics/ )
relevant modules E&L components & revise)
(building blocks ag Legal considerations
per section 2.2)
1 Inform involved partner(s)/EB
Use Cases Testing session \Wp/Task Dl._2_e_1|ready included aspects ad@s team
ER4 | gefinition does All resultsfail on Unmaterialised definition T Anquse the t_hread and take
not include Ethics E&L Leader As per development use cases review action (redesign use cases/alte;
for ensuring security elements set up conditions)
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Description of
risk

WP
affected

Risk Trigger

Risk
Owner

Proposed measures angreventive actions

CHPA
EUROPE

Mitigation actions

considerations by
design
Activities
involving research i Inform partners involved/EB
articioants do Bad publicity Request and archive consent forms P
p p I Messages WP/Task ) team
ER5 | not cater for A Unmaterialised obtained Obtain consents or delete data
C t and through SMor | | eader Investigate how the purpose of
onsentan bsit _ concerned
research integrity wepsite research was communicated
principles
Personal data is Bad publicity _ N Identify thread and related
ERG used for profiling Al Messages WP/Task U alised Monitor and prevent profilingbased partner
and through SMor | | eader nmaterialise on behaviour and habits collection) Remove personal data used fo
advertisement. website with advertisement profiling
Technological Inform involved parter(s)/ EB
components . . ias i
deve?oped eadind Testing session Wp/Task . _'I'echn_ologles_llke ML, loT and Alto b team
ER7 b Hi results fail on Unmaterialised investigated (if applicable to COPA) Anglyse th_e _thread and take
to breach in E&L Leader Blockchain as the chosen method for action (revisit software
Ethics/Legal transactions will be reviewed components & revise)
considerations
Testing session
results fail on Inform involved partner(s)/ EB
Free flow of non Al Eils_tricted flow | WP/Task Architectural considerations to ensure team
ER8 | personal data evidenced Unmaterialised openness but at same time reinforce Analyse the thread and take
restricted Leader . action (revisit software
from data security '
components & revise)
communication
of users
Testing session
Online platforms results fail on Inform involved partner(s)/ EB
regulatory E&L team
framework issues Restricted flow | WP/Task i i i i
ER9 ' All g Unmaterialised Architectural considerations with Analyse the thread and take
(responsible, evidenced Leader technicalpartner(s) to ensure aspects, action (revisit software
transparent, from components & revise)
trustworthy). communication
of users
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Risk Description of wp . . Risk . . e .
4 risk affected Risk Trigger owner Proposed measures angreventive actions Mitigation actions
Automated 1  Testing session
decisionmaking results fail on f  Inform involved partner(s)/ EB
(eg UC1) E&L 1  Ensure that collection of data does na team
9 ' 1 Restricted flow | WP/Task ; inei
ER10| Competition Law All €s Unmaterialised violate GDPR principles. 1  Analyse the thread and take
leading to evidenced Leader 1 Fairness and antitrust principles to be action (revisit software
violation of from investigated components & revise)
principles communication
of users
. . . 1 Inform involved partner(s)
Data subjects’ 1 Bad publicity WP/Task Ma](e sure mechanisms of respondlng a’nc 1 Analyse the thread and take
i i Al 1 Messages - actngppn data subject X ey ;
ER11| Subject Rights not Unmaterialised o . action (revisit mechanisms for
. through SMor | | eader amend, notify, informetc.) from processing . )
complied ta : . responding, processing of data
website partners are activated in line with GDPR principles)
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Annex V: COPA EUROPE project website Priviaalycy

In this section, the privacy poli§o f t h e p r o,jwhich provides inferimation regarding personal data
collection and processing presented

Introduction

This Privacy Notice will inform you as to how the COPA EUROPE Confuetieimafter referred to as the

“Consortium”, “we” “us’” and “our”) collects and
per sonal dat a. We hereby assure you that this Pri
respectsand ompl i es with EU Regulation 679/2016 (“Regul a

The processing of personal data, such as name, addressiail @ddress of a data subject shall always be in line

with the General Data Protection Regulation (GDR#R)jraaccordance with the countgpecific data protection
regulations applicable to the COPA EUROPE Consortium. Through this data protection declaration, we would like
to inform anyone concerned and the general public of the nature, scope, and purptise pérsonal data we

collect, use and process. Furthermore, by means of this data protection declaration data subjects are informed
of the rights to which they are entitled.

As the data controller, the COPA EUROPE Consortium has implemented numerouakectthorganizational
measures to ensure comprehensive protection of personal data processed through this website.

Useful definitions

Personal DataPer sonal Data is any information relating tc
s u b j; ar ident)iable natural person is one who can be identified, directly or indirectly, indicatively by
reference to an identifier such as a name, an identification number, location data, an online identifier or to one

or more factors specific to the phyal¢ physiological, genetic, mental, economic, cultural or social identity of

that natural person.

Personal data breachPersonal data breach is a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized discloswf, or access to personal data transmitted, stored or
otherwise processed.

Controller:Controller is the natural or legal person, public authority, agency or other body which, alone or jointly
with others, determines the purposes and means of the praogssf personal data.

ProcessorProcessor is a hatural or legal person, public authority, agency or other body which processes personal
data on behalf of the controller.

ProcessingProcessing is any operation or set of operations which is performed wope data or on sets of
personal data, such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure, dissemination or otherwise making available, alignment or combination,
restriction, erasure or destruction.

Third party:Third Party is a natural or legal person, public authority, agency or body other than the data subject,
the controller, the processor and persons who, under the direct authority of the controller or processor, are
authorized to process personal data.

16 Available athttps://copaeurope.eu/privacypolicy/, retrieved on 15/09/2021.
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Congnt: Consent of the data subject is any freely given, specific, informed and unambiguous indication of the
data subject’s wishes by which he or she, by a st at
the processing of personal data aghg to him or her.

The Controller

Regarding the personal data in cases where as a Project Consortium, we determine the purposes and means of
the processing, the Data Controller is the COPA EUROPE Consortium.

Principles we adhere to

At COPA EUROPE Corigort we are committed to and adhering to the following principles of processing
personal data in accordance with Article 5 of the Regulation. The personal data are:

a. processed lawfully, fairly and in a transparent manner in relation to the data subjeocifde of
‘“l awfulness, fairness and transparency’);
b. collected for specified, explicit and legitimate purposes and not further processed in a manner that is
incompatible with those purposes (principle of
c. adequate, relevant and limitetb what is necessary in relation to the purposes for which they are
processed (principle of ‘data minimization’);
d. accurate and, where necessary, kept up to date; we take every reasonable step to ensure that personal
data that is inaccurate, having regara the purposes for which it is processed, erased or rectified

without delay (principle of *‘accuracy’);
e. kept in a form which permits identification of data subjects for no longer than it is necessary or as
required by relevanti niatwest i(omr’'i)n;ci pl e of *‘storag

f. processed in a manner that ensures appropriate security of the personal data, including protection
against unauthorized or unlawful processing and against accidental loss, destruction or damage, using
appropriate technical and organizationakmra s ur es (princi ple of ‘“integri

Finally, we are able to demonstrate compliance with

Collection of personal data

The COPA EUROPE Consortium as the Data ControllerscBesonal Data from you within the purposes of
research and the project’s scope. So, in the follov

g. When you contact us directly or indirect.g.t hr ough t he pr oj emaitorthrougle b p ag
our partners, or through our Social Madpagesetc), in order to be informed regarding the Project or
ask for relevant information;

h. If you fill in any of our documents or subscribe to our newsletter;

i. COPA EUROPE Consortium may also publish video or photographs of images in case of events or
workshops, provided that the relevant data subject gave their consent to the publication of it. There is
no transfer of this personal data to third parties outside the same COPA EUROPE Consortium.

aAyY2NRQ LISNRER2YIFf RIFGOLF

We do not col | e cpersomaldatp witbooteerifsablenparentalrcensent in cases when we are
able to control it. For example, it is not possible to control information that is communicated to us online. In any
event, if we find that we have collected any personal informatiamfra minor without verifiable parental
consent (in accordance with Article 8 of the Regulation), we will immediately delete the information from our
records. If you believe we may have collected information from a minor, please contact us

Categories of dat subjects
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The categories of data subjects include:

j. Partners of the Consortium;

K. Users visiting the project website;

|. Social Media users;

m. COPA EUROPE s Col |l aborative Platform users.
n. General Public

Kind of personal data we may collect about you

Data from thefollowing categories of personal information about you may be collected and processed per case
in order to serve the purpose of the data collection and in accordance with the relevant legal basis as described
in this Policy:

0. Contact details with you or aatural person you may indicate instead of you (name, surname, address,
telephone or fax number, email);

p. Occupational information (occupation, position);

g. Incident investigation data, such as incident details, data of persons involved or related information;

r. Information required by the institutional framework such as personal data of persons depended or
related to our Consortium members;

S. Apps/websites/social media related data (cookies, full name or nickname, information you publicly
disclose and comments @ocial media, or email attachments);

t.  Your picture when attending our events, or your photo is uploaded on our social media or website and
of course in both cases under your consent;

Purposes of processing & the legal basis of data processing

The processingf per sonal data is based on one of the “Ileg
(or Article 9 in case of special categories of personal data). The legal bases on which the collection and processing
of personal data are based on (in mad the cases) are: consent, compliance in performing our contractual
obligations, compliance with our legal and statutory obligations, and the safeguarding our legitimate interests.
For special categories of personal data, the legal bases are: explisiént, performance of obligations and
exercise of specific rights of the controller or data subject in the field of labor law and social security/social
protection law and for the assessment of the working capacity of the employee, medical diagnogisyibi®n

of health or social care or treatment. The legal basis, on which the processing of your personal data is based, is
as follows for each processing purpose:

u. Consent:.when you communicate with us in any way directly or indirectly as interested in our project,

when you fill in our documents, when informing you about our findings in the context of our

dissemination activities, when you make a complaint or statement oenwhssessing us, when

participating in our events, when you visit our social media accounts, or when you give us your business

card.

Commitment to perform oucontractual obligationswhen you have agreed to receive our newsletter.

Compliance with oulegd obligations:to comply with our legal obligations to all sorts of authorities such

as labour law, regulatory authorities, tax, accounting, auditing, judicial authorities and agencies or in

connection with our contractual obligations or during paymenoof liabilities.

X. Safeguarding ouegitimate interests:to improve our services, or when investigating and managing any
potential incident, or for the assessment of persons and situations. The Consortium is informed about
the processing purposes and theyé bases under specific documents internally.

s <
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Retention of data period

We store personal data for as long as it is required by the respective processing purpose and any other permitted
linked purpose always within the projects scope on completion ofdiggect the data shall be stored until
completion of the projectCookies are stored depending on their nature as you may be informed in our cookies
policy linked to the present policy (please see below).

Personal data you disclose to us as users aredtéor until the completion of the projecData that may be
needed for our legitimate interests as a Controller shall be kept until the reason for storing such data ceases.

Specifically, for the data we process based on your consent (as an example ketintgt these are kept from
obtaining the consent until it is revoked or there is no longer need to store it.

Information that is no longer necessary is safely destroyed or anonymized. We limit access to your personal data
to those partners who need tose it for the specific purpose.

How we ensure the security of personal data

We have received reasonable organizational and technical measures to protect the personal data we collect. We
follow international standards and practices to ensure the secufityur networks. We ensure you that your
personal data is processed securely and legally, by adhering to policies and developing and implementing
procedures in accordance with the purposes and legal bases of processing. For example, the following security
measures are used to protect personal data against unauthorized use or any other form of unauthorized
processing:

y. Access to personal data is restricted to a limited number of authorized partners as per project structure
and under the Data Management Plandaathics requirements.

z. Our repository system of Microsoft Teams, used for the processing of personal data, all technical
measures are taken to prevent loss, unauthorized access or other illegal processing.

In addition, access to these ICT (Information camioation technology) systems is monitored on a permanent
basis in order to detect and prevent illegal use at an early stage. Although the transfer of data through the
Internet or a web site cannot be guaranteed to be protected from cyberattacks, we warlaintain physical,
electronic and procedural security measures to protect your data.

Some of the security measures we take are not announced for obvious reasons.

To whom the data may be disclosed

We take measures to ensure that the recipients of per$aiaa are kept to a minimum. The personal data we
collect are disclosed to third parties, provided that the legality of such disclosure is fully justified. Specific
personal data from those we lawfully collect as a Controller, may be accessed (or disclosecasdy-case

basis by:

aa. Any relating supervisory authority within its role;

bb. Any public or judicial authority where required by law or judicial decision.

cc. The auditor of the company, for necessary data according requirement (financial, employmeracton
and other controls), under confidentiality.

dd. The advocate, for whatever data is required in legal cases, under confidentiality.

ee. The Insurance cooperating company and only for the relevant part of the information.

ff Partner s’ bank s staffof affiliatessandcsoppliprs),roply, for papineent related data.

gg. The training or systems consultants, the trainer, for training or systems control issues and only for the
necessary pieces of information and data.

H20206ICTF20201 Grantagreement ID957059 Page |53



CHPA
D1.1. Legal and ethical framework EUROPE

Your rights as a data subject and how yoan exercise them

You have the right to be informed, the right of access to your personal data, the rights of rectification and erasure
(in cases it is permitted), the right to restriction of processing, the right to data portability, the right to olsject
processing is based on your consent, you may withdraw it at any time.

The right to be informed is exercised through this privacy and personal data protection notification. In some
cases, it is also mentioned in document®rms we are using/NVe inform you that we are not using software of
decision making solely based on automated processing including profiling.

Right ofaccessyou have the right to obtain from us confirmation as to whether or not your personal data is
being processed as well as othrefevant information, and, where that is the case, access to your personal data.

Right ofrectification: you have the right of rectification of your inaccurate personal data as well as to have
incomplete personal data completed by providing a supplemsnstatement.

Note: Since it is not possible for us to be aware of any changes to your personal data if you do not inform us,
please help us keep your information accurate by informing us of any changes to your personal information we
do process.

Right toerasurewe have to answer such right when:

hh.your personal data is no longer necessary in relation to the purposes for which we collected it;

il. withdraw your consent on which the processing is based and where there is no other legal basis for the
processing;

jl- your personal data has been unlawfully processed;

kk. personal data has to be erased for compliance with a legal obligation we are subject to;

Il. personal data has been collected in relation to the offer of information society services.

We reserve the right toefuse this right if the processing is necessary for compliance with any legal obligation,
we are subject to, or for reasons of public interest, or for the foundation and exercise or support of our legal
claims (according to Article 17 § 3).

Right to restiction of processingyou have the right to restriction of processing when:

mm. you contest the accuracy of your personal data for a period enabling us to verify the accuracy of the
personal data;

nn.the processing is unlawful and you oppose the erasure of thiegmal data and request the restriction
of their use instead;

00.we no longer need your personal data for the purposes of the processing, but it is required by you for
the establishment, exercise or defence of legal claims;

pp.you objected to processing pending the verification whether our legitimate grounds override those of
yours.

Right todata portability: You have the right to receive your data in a structured, commonly used and machine
readable format and under an explicit negst such data to be transferred to both, you and another natural or
legal person who will process it.

Right toobject: you have the right to object to the processing of your data at any time when the reason for the
processing relates to direct marketing.

In the event that you make such request in a written or electronic form regarding any of the above rights, we
will assess your request and respond within one month of its receipt, either for its satisfaction or to provide you
with objective reasons preveimy it from being satisfied, or, given the complexity of the request and the number
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of requests at the given time, request an extension of response for a further two months period (according to
Article 12.3 of the Regulation).

The exercise of your rights free of charge. Where requests from you are manifestly unfounded or excessive, in
particular because of their repetitive character, we may refuse to answer or charge you an administrative fee.

If you are dissatisfied with the use of your data by us,wrresponse after exercising your rights, you have the
right to lodge a complaint with a supervisory authority.

Personal data breach

In the event of a breach of the security and integrity of the personal data processed, we will take the following
measureqin accordance with Article 33 and 34 of the Regulation in case we are the Controller) and we will:

(qg.Assess it in order to implement the appropriate procedures needed to limit the breach;

rr. Examine the extent of the breach and the sensitivity of the datadted;

ss. Evaluate the risk and its impact on your rights and freedoms;

tt. Endeavour to reduce as much as possible the damage that is or may be caused,;

uu. Notify within a time limit of 72 hours of becoming aware of the breach, the National Personal Data
Protection Aithority, if required;

VV. Assess the impact on your privacy and take appropriate measures to prevent the repeating of the
incident.

Links to other websites

Our Website may contain links to other websites that are not operated or controlled by us. If yoorctichird

party link, you will be directed to that thirdarty site. We recommend that you review the Privacy Policy for
each site you visit. We have no control over and assume no responsibility for the content, privacy policies, or
practices of any thid-party sites or services.

Cookies
By following thigink, you will be informed on our cookies policy.
Contact details with the Data Protection Authority

Additional information anderminology for the Regulation can be foundhdtps://eur-lex.europa.eu/legal-
content/EL/TXT/?uri=celex%3A32016R0679.

Contact us

If at any time you want teontact us or make a request regarding your rights or any other matter relating to the
protection of personal data you may contact the Project Coordinator: info@copaeurope.eu

Policy update

This policy is effective from November 2020 and will be revieweshwvthere is a significant change. This review
will be available on our website.
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