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Executive Summary 

The relevant European Union (EU) legal frameworks that are applicable to the various activities foreseen in COPA 
EUROPE are identified in this deliverable. In particular, it provides insight into the legal and ethical framework 
with regard to processing of personal data under the General Data Protection Regulation (GDPR), as well as the 
other EU Regulations, such as the e-Privacy Regulation, which concerns privacy on electronic communications, 
the Free-Flow of Non-Personal Data Regulation on the legal framework of non-personal information, and the 
Platform-to-Business Regulation, which safeguards fairness and transparency of the platform’s users data.  

This deliverable continues to identify and assess all the research actions of COPA EUROPE that require attention 
with regard to legal and ethical supervision, as well as a solid framework to address considerations raised in a 
standard and easily monitored way. All the actions taken to abide by the EU legal and ethical framework that has 
been defined remain an ongoing activity with developments and progress in the project requiring a constant 
review to ensure compliance till project end. More specifically, the internal data processing policy of each 
Consortium partner is stated, the criteria for selecting participants during the trials and other project activities, 
and the framework for handling research data throughout and after the project’s lifetime are presented. Finally, 
the role and responsibilities of the Ethics Board, which aims at mitigating any ethical risks, are provided in this 
deliverable.   
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1 Introduction 

COPA EUROPE project aims to engage transmedia storytelling of over-the-top (OTT) sports and esports events 
by providing end-to-end (E2E) integrated streamlined workflows. The project focuses on three use cases (UCs): 

1. Disrupting premium sports television services 
2. Cultivating European esports as a broadcasting property 
3. “Glass-to-Glass” live coverage streaming over 5G testbeds 

To fulfil the goals of the three UCs, the project depends on the engagement of a wide range of actors and 
stakeholders, from technical partners to general audience (end users). The involvement of human subjects 
throughout the trials of COPA EUROPE requires the definition of a legal and ethical framework adhering to the 
EU Regulations, by which the project partners will abide.    

Deliverable D1.1 “Legal and ethical framework” provides the background information of the project, focusing 
specifically on its components that require attention from an ethical point of view. Moreover, it provides a 
detailed overview of the legal and ethical framework that is relevant to the research activities of COPA EUROPE. 
Finally, it documents all the actions that have been taken to prevent any ethical risks throughout the project.  

1.1 Mapping ProjectΩs Outputs 

The purpose of this section is to map COPA EUROPE’s Grand Agreement commitments, both within the formal 
Deliverable and Task description, against the project’s respective outputs and work performed. 

Table 1: Adherence to COPA EUROPE’s GA Deliverable & Tasks Descriptions 

COPA EUROPE Task Respective Document Chapters Justification 

T1.4: COPA EUROPE ethical & legal 
framework and EC ethics 
requirements  

άThis Task aims to ensure the 
projectΩs foundation is ethically 
compliant and responds to the ethics 
requirements that the EC typically 
requires of consortia. Further, it aims 
to deliver legal guidelines to create 
the baseline for a legally compliant 
development of the COPA EUROPE 
technology.έ  

3 – Legal and ethical framework 

 

Section 3 gives a detailed 
overview of the legal and ethical 
framework in accordance to the 
EU legislation and with respect to 
the project foreseen research 
activities.  

 

T1.4: COPA EUROPE ethical & legal 
framework and EC ethics 
requirements  

άΧƎuidance will be given on how key 
societal values affected, i.e. equality, 
privacy and data protection can be 
safeguarded, whilst remaining 
cognizant of end-ǳǎŜǊ ƴŜŜŘǎΦέ  

4.3 – Partners internal data 
processing policy 

4.4 – Criteria in recruiting 
research participants 

In these sections the actions taken 
by the project consortium 
regarding equality, privacy and 
data protection are described.  
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T1.4: COPA EUROPE ethical & legal 
framework and EC ethics 
requirements  

ά{ŜŎǳǊƛǘȅ ŀƴŘ ǇǊƛǾŀŎȅ ƛǎǎǳŜǎ ǿƛƭƭ ōŜ 
identified by conducting a thorough 
analysis of the building components 
ǘƻ ōŜ ǳǘƛƭƛȊŜŘΦ ά 

2.1 – Building components of 
COPA EUROPE 

This section provides an analysis 
of its building components and 
identification of those 
components that require ethical 
oversight. 

 

T1.4: COPA EUROPE ethical & legal 
framework and EC ethics 
requirements  

ά¢Ƙƛǎ ǘŀǎƪ will lead to the 
identification of legislation, 
principles and values regarding the 
sharing of personal and non-
personal data, including data within 
the context of the use cases, such as 
facial images. The exercise from this 
Task will result in a description of 
legal requirements to be taken into 
account in the development of the 
envisaged technologies and 
integrated into the design of the 
platform. Emphasis will be put inter 
alia on: i) privacy and data 
protection framework, including 
main definitions, principles, 
obligations and rights under the 
General Data Protection Regulation 
(GDPR), and the e-Privacy Directive 
and forthcoming Regulation, 
especially the legal and ethical 
challenges around privacy-preserving 
techniques, Big Data analytics and 
automated decision-making; ii) 
regulation on the free flow of non-
personal data, data ownership and 
data sovereignty; iii) competition 
law; iv) internet of things; and v) AI 
Ethical Guidelines on how the 
developed tools might impact key 
societal values, in particular the 
impact of algorithms and analytics 
tools on equality, privacy and data 
ǇǊƻǘŜŎǘƛƻƴΣ ǿƛƭƭ ōŜ ǇǊƻǾƛŘŜŘΦέ 

4 – Research actions of COPA 
EUROPE involving ethical 
aspects 

In Section 4 the actions taken by 
the project Consortium to address 
any legal or ethical issues with 
respect to its research activities is 
presented; with particular focus 
on the criteria for recruiting 
research participants, the 
procedures followed prior 
collecting any data (e.g., informed 
consent), and processing of 
personal data.   
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2 COPA EUROPE project background and ethics principles 

In the past years, there has been a dramatic increase in non-linear sports (both live sports and esports) viewing. 
COPA EUROPE aims to fulfil the increasing demand by leveraging OTT sports media services and combining them 
with new media technologies. To this end, the project will aim towards democratisation of the consumer 
experience, thus enabling a cost-effective live video service that is accessible from anywhere, whilst ensuring a 
bespoke distribution that will alter the experience for every individual user. To achieve that, COPA EUROPE will 
provide a cloud-based infrastructure for harvesting, accommodating, transmitting, and distributing digital 
content containing sports and other competitive events. Moreover, the project will provide the infrastructure 
required to allow content creators and producers of live coverage to react to live outcomes, via innovative 
workflows.  

To achieve the aforementioned aims, COPA EUROPE has the following objectives: 

a. To design a decentralised E2E platform for sports media channel federation, enrichment, and 
broadcasting;  

b. To implement the infrastructure needed to allow content creators and producers of live coverage to 
react in an adaptable and flexible way to live sports outcomes; 

c. To disrupt the OTT sports media services market with unprecedented flexibility of purchasing and 
subscription management options; 

d. To produce higher quality services that respect users’ personal data and privacy by capitalising on data 
network effects through federated learning (FL); 

e. To implement content adaptation and Quality of Experience (QoE) for interactive high-quality media 
delivery; 

f. To develop and pilot alternative platforms for broadcasting the content, connecting fans with detailed, 
real-time information; 

g. To validate the COPA EUROPE vision through solid, real-life UCs and public, live demonstrators; and 
h. To implement impact-driven dissemination, standardisation, and exploitation. 

EBOS, the Ethics Manager of COPA EUROPE, has developed the legal and ethical framework in collaboration with 
all partners. Thus, this document aims to ensure that the foundation of COPA EUROPE is ethically compliant and 
in line with the requirements imposed by the European Commission (EC). Finally, it seeks to provide legal 
guidelines that can serve as the baseline for a legally compliant development of the project’s technology. 

2.1 Building components of COPA EUROPE 

COPA EUROPE comprises a multitude of functional components that are composed of a microservice 
architecture. One main feature of microservice architectures is that each component is self-contained, which 
means that each service stores and manages its own data. Data from other services are only accessed via their 
respective public interfaces. Thus, each service encapsulates all its business logic and maintains sovereignty over 
its own data. As a result of this there is an abundance of functional components within the COPA EUROPE 
platform, each of which must be analysed separately in terms of how they gather, store, and process data. In 
this section, the components that comprise the COPA EUROPE platform are presented1 with a focus on whether 
they potentially require ethical oversight. The functional components of COPA EUROPE are divided into the 
categories presented in Table 2. 

                                                           
1 For a thorough description of all components that comprise the COPA EUROPE platform, please refer to the deliverable 
D1.3 “COPA EUROPE Architecture”. 
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Table 2: A list of all functional components that comprise the COPA EUROPE platform 

Category Components 

Core Components ¶ COPA EUROPE Coordinator 

¶ User Authentication 

¶ Message Broker 

User Applications ¶ End-User XR Application 

¶ Esports Production App 

¶ Livestream Director 

¶ Livestream Producer 

¶ Collaborative Transmedia Authoring & events production 

¶ TV Viewing App 

Content Management ¶ Semantically rich Media Asset Library 

Processing Components ¶ Context-Tailored Transcoding & Delivery 

¶ Transmedia Storytelling Tools 

¶ Media Artificial Intelligence (AI) 

¶ Blockchain 

Middleware ¶ Third-Party Social Services 

¶ Third-Party Services for Real-Time Data Acquisition 

Analytics ¶ Analytics Service 

2.1.1 Core components 

Since the COPA EUROPE platform is designed as a microservice architecture, it requires fundamental 
functionality, which provides the necessary coordination, monitoring, conformance, Quality of Service (QoS), 
and composition of the system. These core components comprise the COPA EUROPE coordinator, which is 
responsible for controlling the task flow in the platform, the message broker that realises a common bus for 
inter-service communication, and the user authentication module, which handles the access of users to the 
platform. From these services, only the user authentication module processes and stores user information. The 
other two components only facilitate the execution of tasks and the communication within the platform, and 
therefore, by their nature, do not handle any sensitive user information. The information stored in the user 
authentication component is made available via JSON Web Tokens (JWT) that contain some basic information 
about the user, such as the username. The JWT is issued directly to the user who must include it in requests 
against the COPA EUROPE platform. This information can only be used by other services to authorise a user 
within the platform but does not expose critical user information. 

2.1.2 User applications 

The COPA EUROPE platform has multiple user applications, which act as gateways for users to the platform in 
one form or another. This can be, for example, content consumption (End-User XR Application, Livestream 
Platform, Viewing App, Playout Client UI for Live Streaming) or content creation (Esports Production App, 
Collaborative Transmedia Authoring). As such, the data that is gathered and stored by these applications either 
remains on the device the application runs on or is transferred to another COPA EUROPE service, which may 
store and process the data themselves. 
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2.1.3 Content management 

The content management category of COPA EUROPE components only consists of the Semantically Rich Media 
Asset Library, which is responsible for hosting and managing the content provided on COPA EUROPE, such as 
videos and their corresponding metadata. As such, this component may require some legal and ethical oversight, 
as it must be ensured that the hosted content does not contain anything illegal and that, for example, adult 
content is censored or removed. 

2.1.4 Processing components 

The processing components comprise services responsible for processing the content of the platform. They are 
categorised according to their functionality into Context-Tailored Transcoding & Delivery, Transmedia 
Storytelling Tools, Media AI, and Blockchain. Each of them contains multiple sub-components, which will be 
further described in the following. 

Context-Tailored Transcoding and Delivery involves the necessary steps for live and on-demand video streaming 
which applies context-centric coding algorithms to transcode video into the required formats for multiple 
different target devices and platforms. This includes the Context-Centric Media Coding, which retrieves the video 
stream and transcodes it, 5G Network Slicing, which provides guaranteed bandwidth for streaming the video to 
the client, Subjective Quality of Experience (QoE) Assessment, which uses Artificial Intelligence (AI) to 
automatically assess the perceived video quality given the video and coding parameters and enables the media 
coding to adapt its coding parameters, the Streaming Server, which is in charge of preparing the content for its 
delivery to the user, and the Context-Centric Media Delivery, which delivers the content to the user via Hypertext 
Transfer Protocol (HTTP) streaming mechanisms. None of these components use any sensitive user information 
and are therefore not in need of ethical oversight. 

The transmedia storytelling tools comprise multiple sub-components that help connected subscribers and media 
professionals in indexing, searching, navigating, synchronising, and editing compelling productions from 
heterogeneous media sources and a variety of social media channels. The Transmedia Storytelling Manager will 
provide the backend mechanism and the assistive tools for the process of authoring and managing transmedia 
storytelling. The Data-Driven Graphics Playout component will interface with real-time third-party data 
application programming interfaces (APIs), to conduct data-driven production of rich, illustrated information, 
infographics, and visual summarisations. The Intelligent Narrative Manager uses AI to automatically spot actions 
within sports or esports videos. This will make it possible to understand and analyse what is happening in a game. 
Finally, the Playout Manager will constitute a playout and interaction framework targeting a variety of dashboard 
applications for a wide range of smart surfaces to allow spectators an enhanced and personalised viewing 
experience. Some of these sub-components store and process media in various formats, including images. 
Especially because these components can not only be used by media professionals, but also by end users, it must 
be ensured that sensitive or illegal data is not stored, used, played out, and, if necessary, censored or entirely 
removed. Therefore, this component may require ethical oversight. 

The media AI component implements a recommender system, which provides personalised video 
recommendations to the users of the COPA EUROPE platform. The AI models used by the recommender system 
are trained using a distributed learning scheme called FL. FL is specifically designed to keep user data private, 
because, instead of uploading the user data to a central site and then training the models on that data, each 
client trains a small model that is shared with all users by aggregating it into a global model. Thus, the user data 
is kept private on the device of the user and never shared with any COPA EUROPE components. The FL-Driven 
Analysis & Recommendation sub-component is the central point for retrieving recommendations for users. The 
recommender system retrieves the trained recommendation models from the Clustered FL component on a 
regular basis and uses it to generate recommendations for users based on the media library. The Clustered FL 
component represents the central coordinating server for the FL system. FL clients will have to register with this 
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component to participate in the FL of the recommender system. The component selects FL clients for each round 
of training and distributes the central model to them, receives training updates from the FL clients and 
aggregates them into an updated global model, identifies clusters within the population of the FL clients and 
trains separate cluster specific models. Because of the special FL scheme employed in the training of the 
recommender system models, these components never actually gather, store, or process any user data and 
therefore do not require ethical oversight. 

The blockchain component includes the services of the COPA EUROPE platform that will provide support for 
peer-to-peer (P2P) network infrastructure necessary to deliver an efficient smart contract transaction 
ecosystem, and subsequently will deliver a decentralised live stream to individual paying subscribers. The 
Blockchain Event Service has the function to monitor the state of the blockchain network and propagate the 
detected information to the analytics service of the project. The Economic Incentive sub-component has the 
function of introducing an incentive inducing mechanism to attract more participants into the ecosystem and 
thus increase trust in the media content. The Catalogue of Services is the component that connects the 
blockchain with the other components of the COPA EUROPE platform. The Blockchain DB Service is the main 
blockchain service for the entire COPA EUROPE platform. The main function is to record all business transactions 
including marketplace and token related operations. This while ensuring provenance, immutability, and finality 
of the transactions. The blockchain component does not require any ethical oversight for two reasons. Firstly, it 
only stores the required user data for business transactions. Secondly, during the project lifetime the payments 
will be based on a token-based payment system utilising virtual assets; thus, no transactions will take place 
during the project. This is expected to change in case the project advances to the commercialisation phase once 
it ends, at which point the ethics and legal framework should be redefined, as tax-related regulations and the 
relationship with the stakeholders should be considered.  

2.1.5 Middleware 

The middleware category of COPA EUROPE components involves services which are responsible for the 
interaction between the COPA EUROPE platforms and third-party services. This comprises third-party social 
services and third-party services for real-time data acquisition. The third-party social services component acts as 
a bridge between various social media platforms, such as Twitter and Facebook, and offers a unified interface 
for other COPA EUROPE components to interact with these social media platforms. This component is mainly 
used to post media content about events or to retrieve up-to-date information about events. In this capacity, 
there may be the need for ethical oversight as it must be assured that the information posted does not contain 
any sensitive data (e.g., event photos that contain underage attendees without parental consent). The third-
party services for real-time data acquisition retrieves live data from COPA EUROPE events and interacts with 
external APIs that report in real time in-game statistics as well as specific information about players, game status 
and in general valuable data that describe the overall status of the game. Thus, this component does not handle 
any sensitive data. 

2.1.6 Analytics 

The Analytics component receives usage information from all COPA EUROPE components in the form of events 
(e.g., page views). The data will then be stored and made available internally in the form of dashboards and 
reports. This component will be based on the open-source Matomo, which is GDPR-compliant analytics engine. 
Still, this component might require ethical oversight, as it needs to be made sure that only anonymised usage 
data is sent to the analytics engine. 

2.2 COPA EUROPE components that require ethical oversight 

In conclusion, there are multiple components of the COPA EUROPE platform that we have identified as 
potentially requiring ethical oversight. None of these components, however, inherently require the gathering, 
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storing, or processing of de-anonymised user information, and only have the potential of accidental leakage of 
such data. The following list enumerates all components that may require ethical oversight: 

¶ Semantically Rich Media Asset Library 

¶ Transmedia Storytelling Tools 

¶ Third-party Social Services 

¶ Analytics 

To this end, the legal and ethical framework, as well as the actions taken to safeguard COPA EUROPE from any 
ethical or legal implications, are discussed in the rest of the document.  
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3 Legal and ethical framework 

The legal and ethical framework imposed by the EU and national regulations and related to the activities of COPA 
EUROPE is presented in the following sections.  

3.1 GDPR overview 

The GDPR (2016/679) is an EU law regulation on data protection and privacy, applied in both the EU and the 
European Economic Area, while considering personal data transfer outside those regions. It imposes a specific 
framework of obligations to both controllers and processors in a much more specific way than before. The GDPR 
regulation replaces the Data Protection Directive 95/46/EC and its main purpose is to provide individuals with 
controls and rights over their own personal data. Since GDPR is a regulation and not a directive, it is directly 
binding and applicable. Within GDPR [1], a number of legal terms are defined; however, in this document the 
most relevant to the project’s activities are presented:  

¶ Personal data: is considered to be any information that is related to an identified or identifiable 
individual. Examples of data that can be considered as personal are the individual’s name, residence 
address, email address, gender, ethnicity, religion, biometric information, etc.  

¶ Data processing: Any action that is performed on the personal data is considered to be data processing 
irrespective of whether this action is automated or not. Such actions include collection, organisation, 
storage, use, adaption of data, among others.  

¶ Data subject: The data subject is the individual whose own data is collected, processed and/or stored.  

¶ Data controller: The data controller can either be a natural or legal person, a public authority, an agency 
or any other body, which determines the purposes and mean of the processing of personal data, either 
alone or in collaboration with other entities.  

¶ Data processor: The data processor is a third party who processes the personal data of individuals on 
behalf of the data controller.   

3.1.1 Sensitive personal data 

The GDPR includes a special category of personal data that must be treated with additional security, namely 
“sensitive personal data”. This special type of data cannot be handled under the same procedures used for the 
rest of personal data and thus requires specific processing conditions. Personal data that fall under that category 
according to Article 42 (13), (14), (15) and Article 93 of the GDPR are: 

a. Personal data that include racial or ethnic origin of the subject, its political opinions, as well as its 
religious or philosophical beliefs; 

b. Trade-union membership; 

c. Personal data that reveal genetic data or biometric data processed in order to reveal the identity of a 
human being; 

d.  Personal data related to the subject’s health; and 

e. Data about the sexual orientation or the sex life of the subject.  

According to the work conducted in D8.4: “Data Management Plan – Initial version”, COPA EUROPE neither 
require nor foresees to collect any sensitive personal data. In the event this condition changes, the Ethics Board 
(EB) of the project will form the procedures required for processing such data and inform the relevant partner(s). 
The Data Management Plan (DMP) tables as depicted in D8.4 are available in Annex I. 

                                                           
2 Art. 4 GDPR - Definitions - GDPR.eu 
3 Art. 9 GDPR - Processing of special categories of personal data- GDPR.eu 
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It is estimated that by M15 a new DMP will be surveyed in an effort to obtain the latest data collected or 
produced to keep all actions updated and relevant. 

3.1.2 Data processing  

The project partners are only able to collect, use, store or sell any personal data if at least one of the conditions 
set forth in Article 64 (1) of the GDPR is satisfied. Specifically, one of the following conditions must apply: 

a. Consent for the processing of their personal data for one or more specific purposes has been received 
by the data subject. 

b. The processing of the personal data is necessary for the execution of a contract in which the data subject 
is a party. 

c. Processing is necessary in order to comply with legal obligations to which the data controller is the 
subject. 

d. The processing is required to protect the vital interests of the data subject or of another natural person. 

e. Processing is necessary for the performance of an action that will safeguard the public interest or in the 
exercise of official authorities vested in the data controller.  

f. The processing of data is necessary for the purposes of the legitimate interests pursued by the controller 
or by a third party. Cases in which the interests or fundamental rights and freedoms of the data subject 
require protection of personal data, and particularly when the data subject is a child, such condition does 
not apply.  

On the occasion the lawful basis for data processing has been established, based on one of the aforementioned 
conditions, the data controller documents the action and the data subject is notified, thus ensuring compliance 
with the particularities of data transparency. In the event the justification of legal basis has changed, it has to be 
documented and the data controller has to inform the subject regarding this change.  

Partners of COPA EUROPE have received and will receive the consent of the data subjects for processing of their 
personal data with regard to the purposes of the project.  

In order to ensure protection in the event of data processing, Article 55 of the GDPR provides the principles that 
should be taken into consideration. In general, the following principles shall be followed: 

a. Lawfulness, fairness, and transparency: The processing of data is conducted within a lawful, fair and 
transparent framework with regard to the data subject.  

b. Purpose limitation: The data is collected for specified, explicit, and legitimate purposes. To this end, 
further processing for archiving purposes in the public interest, scientific or historical research purposes 
or statistical purposes shall be considered to be compatible with the initial purposes of collecting the 
data, in accordance with Article 896 (1) of the GDPR. 

c. Data minimisation: The data shall be adequate, relevant and limited to what is necessary for the 
purposes for which they are being processed.  

d. Accuracy: The data shall be accurate and, if relevant, kept up to date. Thus, every reasonable step must 
be taken in order to ensure that inaccurate personal data that are linked to the processing purposes are 
either erased or rectified without any delay.  

e. Storage limitation: Data must be kept in a form that permits identification of data subjects for no longer 
than is necessary for the purposes for which the personal data are processed. Therefore, personal data 
may be stored for longer periods, as long as they are processed solely for archiving purposes in the public 

                                                           
4 Art. 6 GDPR – Lawfulness of processing - GDPR.eu 
5 Art. 5 GDPR - Principles relating to processing of personal data - GDPR.eu 
6 Art. 89 GDPR - Safeguards and derogations relating to processing for archiving purposes in the public interest, scientific or 
historical research purposes or statistical purposes- GDPR.eu 
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interest, scientific or historical research purposes or statistical purposes in accordance with Article 89 (1) 
of GDPR. The aforementioned is subject to the implementation of the appropriate technical and 
organisational measures required by Article 5 of the GDPR in order to safeguard the rights and freedoms 
of the data subject.  

f. Integrity and confidentiality: Appropriate security of the personal data is ensured during its processing, 
including protection against unauthorised or unlawful processing and against accidental loss, destruction 
or damage, using appropriate, technical, or organisational measures.  

g. Accountability: The data controller shall be responsible for and be able to demonstrate compliance with 
points (a)-(f). 

All of the above principles were carefully studied and the DMP, which has already been created and circulated 
among the project partners, addresses the specific points by posing relevant questions to processors of data to 
ensure adherence to restrictions. For example, purpose limitation includes justification and related task 
recognition for the specific work or research. Retention period and time intended to keep the data is also 
analysed to make sure data is not kept longer than it is needed. Consent forms, which are further discussed in 
Section 4.6, and keeping participants informed on the purposes of the research carried out also reinforces 
transparency and lawful execution of processing. 

3.1.3 Rights of data subjects 

There are several rights entitled to human participants involved in research activities with regard to the collection 
and processing of their personal data. The existing Data Protection Directive (Directive 95/46/EC) [2] became 
more thorough, while in some cases it was enriched with the creation of new rights for matters related to data 
subjects, with the introduction of the GDPR. It is therefore of paramount importance for the COPA EUROPE 
partners to be fully aware of the data subjects, i.e. the human participants that will be involved in the research 
activities of the project, in order for any actions taken to be within the legal and ethical framework. Under the 
GDPR (Articles 15–22), the human participants have the following rights [3]: 

a. The data subject’s right of access; 

b. The data subject’s right to rectification; 

c. The right to erasure (or to be forgotten); 

d. The data subject’s right to restriction of processing;  

e. The right to be informed;  

f. The right to data portability;  

g. The right to object; and  

h. The right to not be subject to a decision based only on an automated processing. 

As indicated in the templates of the informed consent forms, provided in Annex II, before any data being 
collected, the data subject must sign the forms. Moreover, all human participants have the right to withdraw 
their consent at any point without having to justify their choice. In such case, their data will be immediately 
deleted unless there is a legal basis and contractual obligation to preserve.  

3.1.4 Data Protection Impact Assessment 

According to Article 357 of the GDPR, a Data Protection Impact Assessment (DPIA) is required in cases where the 
rights and freedoms of data subjects are likely to be under high risks through the processing of their data. In 
particular, a DPIA is required if any of the following applies: 

                                                           
7 Art. 35 GDPR - Data protection impact assessment- GDPR.eu 
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a. An automated decision making, such as profiling, for a systematic and extensive evaluation is applied to 
the personal data related to natural persons.  

b. An extensive processing of sensitive data occurs. 

c. A systematic monitoring of public areas occurs on a large scale.  

Following the DMP (Annex I), COPA EUROPE does not require to proceed with a DPIA at this phase, as none of 
the aforementioned conditions are met. DMP is a “living” document and in case new evidence reveals that a 
DPIA is required prior processing data, such actions will be taken prior to any data processing.  

3.1.5 Data anonymisation 

Many relevant EU legislations and directives, including the GDPR, consider anonymisation of data to be an 
effective measure in order to prevent identification of a data subject. Data anonymisation is a technique in which 
private and sensitive information of data subjects are either completely erased or replaced by encrypted 
identifiers that connect the individual subject to its data. This measure is necessary and is taken even in cases 
where there is a legal basis to process the personal data identified in accordance with Articles 5 and 6 of the 
regulation. 

In this regard, data controllers should consider several key aspects when applying such techniques. As data 
anonymisation requires assurance with respect to the satisfaction of the necessity of compatibility by having 
regard to the legal grounds and circumstances of the further processing, it is a more complicated procedure than 
just the process of personal data. Some of the most prevalent anonymisation methods are data masking, 
generalisation and data swapping. Data masking is a method in which data is hidden with replaced values, by 
employing techniques such as encryption, character or word replacement, and character shuffling. 
Generalisation can be utilised by removing certain identifiers in a dataset, in order to make it more general. 
Finally, data swapping is a method where values in the dataset are swapped, aiming at having data values that 
do not correspond to the initial dataset.  

Pseudonymisation is a method that can be employed by having some data protection while preserving the 
integrity of the original data and the statistical accuracy, through the replacement of unique identifiers with fake 
ones or pseudonyms. In spite of the many advantages this method offers, it cannot be used solely as an 
anonymisation technique, as it reduces the linkability to the original dataset; however, it does not eliminate it.  
As stated in Recitals 28 and 29 of the GDPR: 

The application of pseudonymisation to personal data can reduce the risks to the data subjects 
concerned and help controllers and processors to meet their data-protection obligations. The explicit 
introduction of “pseudonymisation” in this Regulation is not intended to preclude any other measures 
of data protection. (Recital 28) 
In order to create incentives to apply pseudonymisation when processing personal data, measures of 
pseudonymisation should, whilst allowing general analysis, be possible within the same controller when 
that controller has taken technical and organisational measures necessary to ensure, for the processing 
concerned, that this Regulation is implemented, and that additional information for attributing the 
personal data to a specific data subject is kept separately. The controller processing the personal data 
should indicate the authorised persons within the same controller. (Recital 29) 

In general, the most effective method for data anonymisation is the use of a combination of the aforementioned 
methods in the event of handling personal data. Even if numerous techniques are applied, there are residual 
risks, as de-anonymisation can be applied; a method where anonymised data is cross-referenced with other 
databases, thus aiming at the re-identification of data subjects. COPA EUROPE will ensure via data minimisation 
principles that personal data will be processed in order to become anonymous. Thus, the data will be collected 
and stored without having the ability to be traced back and linked to an individual trial or a demonstrator 
participant.  



D1.1. Legal and ethical framework                                                                                                                      

H2020-ICT-2020-1 Grant agreement ID: 957059 Page | 21  

 

COPA EUROPE abides by the GDPR Regulation and complies with any local legislation; therefore, specific 
measures have been set in the event that personal data, as defined in Section 3.1, is exchanged between the 
project partners. Specifically, personal data that is shared between partners must be fully anonymised prior to 
sharing. Data can be exchanged among partners without being fully anonymised in case the specific partners 
have conducted a separate agreement for data processing, thus setting their own operational measures to be 
taken prior to the exchange or processing. It should be noted that in spite of separate agreements, the data 
exchange measures must be in accordance with the EU Data Protection Legislation.  

3.2 e-Privacy regulation 

Alongside GDPR, the e-Privacy Directive [4] (i.e., Directive on privacy and electronic communications), has been 
established by the EU Commission, in order to enhance security and trust in the digital single market. The e-
Privacy is a more thorough and updated version of EU telecommunications and data protection frameworks, 
which has been created in an effort to ensure that communications over public networks remain respectful to 
the fundamental rights of the users. The e-Privacy Regulation (ePR) [5], which is not in force, is set to repeal the 
current Directive. Unlike the Directive, the Regulation is a legal act of the EU, thus forcing all state members to 
abide by it effective immediately. The latest update of the e-Privacy Regulation is the derogation approved by 
the European Parliament on 06/07/2021, allowing electronic communication providers to seek and report 
material related to child sex abuse in private conversations.  

COPA EUROPE must comply with the ePR once in effect for electronic communications. In particular, 
confidentiality for electronic communication data that fall under Article 4(3)(a) of the ePR, but are not personal 
data, and thus cannot be covered under Article 4 of the GDPR, must be ensured. The umbrella of electronic 
communication data comprises electronic communications content and electronic communications metadata. 
The former includes content such as voice, videos, images, text and sound, and exchanges by electronic 
communications media. The latter includes data to trace and identify the source and destination of a 
communication, location data, date and time of communication, etc.   

There are three distinct cases in which data can be protected under GDPR and ePR. In the first one, an electronic 
communication data, as defined in Article 4(3)(a) of the ePR, is not classified as personal data (Art. 4 GDPR); 
therefore, the ePR is applied, as it would otherwise not be covered under the GDPR. In the second case, personal 
data which are not qualified as electronic communication data are covered by the GDPR provisions. Finally, in 
the third case there is an overlap between the GDPR and the ePR. Specifically, data that fall under the definitions 
of both the GDPR and the ePR, as personal data and electronic communication data, respectively. In this scenario, 
the ePR prevails over the GDPR. Thus, the legal basis for the data processing has to comply with Article 6 ePR 
and not Article 6 of the GDPR.  

3.3 Free Flow of Non-Personal Data Regulation 

The Regulation of the Free Flow of Non-Personal Data [6] was introduced in 2018, aiming at limiting the 
complications with regard to the free flow of data in the EU. Whilst the framework under which GDPR is operating 
aims safeguarding personal data, this Regulation has been adopted to ensure the free flow of non-personal data, 
thus boosting the digital single market. In order to achieve that, localisation requirements for mandatory data 
are not allowed, competent authorities have access to such data without restrictions, and data porting by users 
is facilitated. 

Non-personal data is defined in the Regulation as the data that are not personal, by the definition of personal 
data that is provided in Article 4(1) of the GDPR. Consequently, any data that are not classified as personal can 
be considered to be non-personal.  
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3.4 Platform-to-Business Regulation 

Lastly, as COPA EUROPE will implement a platform accessible by end users, Platform-to-Business Regulation 
(P2BR) [7] will be applied to safeguard the data of end users and the fairness and operational transparency. 
Transparency and fairness are the two main pillars of P2BR.  

Through the P2BR, readily available contractual terms and conditions regarding the treatment as well as the 
mechanisms used for ranking the products of providers and the requirements for suspending or terminating their 
services are provided. The P2BR is a tool for obligating providers of intermediation services to be transparent 
and provide such information to their users.  

The main aim of the P2BR is to achieve fairness through the settlement of effective out-of-court redress 
mechanisms such as internal handling systems for business users and mediation procedures. Therefore, 
contractual terms and conditions prepared by the intermediaries have to include a list of independent mediators 
that can be approached to settle disputes, for facilitating this process. In COPA EUROPE, such contractual terms 
and conditions will be available online for the users prior to entering the platform with their credentials. Any 
user that wishes to use the services of COPA EUROPE should agree to them during their subscription to the 
platform.   
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4 Research actions of COPA EUROPE involving ethical aspects 

When considering research actions in which human subjects are participating, there are ethical implications that 
should be considered with respect to the safeguarding of their privacy and protection of their personal data. 
Therefore, the COPA EUROPE consortium is considering all ethical aspects provided in the following sections. 

4.1 Ethics principles in COPA EUROPE CA and GA 

The partners of COPA EUROPE aim at performing the tasks of the project while complying with the GDPR and 
any other local legislations. Thus, personal data sharing does not occur unless they have been fully anonymised 
prior to sharing or a separate data processing agreement has been established between the involved partners, 
in which operational and technical measures have been taken prior to any exchange or processing. To this end, 
the following clause is provided in the Consortium Agreement (CA)8, thus ensuring compliance with the GDPR 
provisions: 

“The Parties may share Personal Data of individuals involved in the Project for the purpose of administering the 
CA or the Grant Agreement (GA) for example, name, business telephone, address, email (“Business Contact 
Information”). The Parties agree that the Business Contact Information will only be processed to the limited 
extent required to manage the business relationship between the Parties. Each Party, its Affiliated Entities, and 
its contractors may, wherever they do business, store, and otherwise process such Business Contact Information. 
Where notice to or consent by the individuals is required for such processing, the Party who shares its 
employees’, representatives’, or contractors’ BCI, as applicable, will notify and/or obtain such consent.” 
“Each Party confirms that any Background, Results, Confidential Information and/or all data and/or information 
that is provided, disclosed or otherwise made available between the Parties during the implementation of the 
Action and/or for any Exploitation activities (“Shared Information”), shall not include Personal Data as defined 
by the General Data Protection Regulation 2016/679 except Business Contact Information.” 
“Accordingly, each Party who first provides or otherwise makes Shared Information available to any other Party, 
(“Data Provider ”) represents to all the Parties that, as per all data protection laws and regulations applicable in 
the EEA : (i) it will ensure that, all data and information contained in Shared Information, excluding Business 
Contact Information, is anonymised such that it is no longer Personal Data, prior to providing the Shared 
Information to such other Party; (ii) where legally required and relevant, it has a legal ground, and all 
authorisations, licenses and/or consents, to make the Shared Information available; and (iv) there is no 
restriction in place that would prevent any such other Party from using the Shared Information for the purpose 
of this Action and the exploitation thereof. The Parties acknowledge that they have no obligation to review the 
Shared Information provided by the Data Provider first, and thereafter by any other Party to determine if the 
Shared Information contains any additional Personal Data beyond the Business Contact Information. However, 
if either Party becomes aware of any additional Personal Data provided by the other Party, it will delete it or 
return the Personal Data.” 
“Additionally, each Party shall communicate to the other Parties, without undue delay any anticipated change 
affecting compliance with sections (b) or (c) above. In addition, if a Data Provider is expected to provide or 
otherwise make available Shared Information containing Personal Data as a Controller to any other Party (the 
Processor) in order to comply with the requirements of the Data Protection Legislation, this Data Provider and 
the applicable other Party (the Processor) shall then agree and enter into a data processing agreement, as is 
reasonably required (1) to reflect each Parties obligations and risks under the Data Protection Legislation and (2) 
to enable each Party to comply with their respective obligations under the Data Protection Legislation.” 

                                                           
8 COPA EUROPE Grant Agreement, 5.1.3 
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Part of the EB mission is to ensure the adherence to the above terms and compliance to the contractual 
obligations of the partners as these have been designed and agreed upon. This will be achieved by frequent 
checks via open communication, meetings of audit nature and/or review of output prepared. 

4.2 Ethics Board 

An EB has been formed to provide the ethical oversight of the COPA EUROPE project under the supervision of an 
independent Ethics Advisor (Mrs Rosanna Garreta, WLI). The main aim of the EB is to ensure that any activities 
related to the project, including trials involving human participants, are performed while adhering to the legal 
and ethical requirements of the project. A quarterly meeting is held by the EB; however, more frequent meetings 
are scheduled in the event of trials and experiments ethical review. The objectives of the EB are listed below: 

a. Inform and support the consortium with relevant practices and regulations regarding Ethics; 

b. Constantly review and update the DMP as the project’s data inventory and source of potential risks, as 
well as the risk assessment registry containing risks of the projects; 

c. Identify deliverable reports, events or other project outputs that would entail risks associated to the 
ethics’ context; 

d. Monitor and check partners actions in a certain framework and whether policies of the project are 
followed; and 

e. Analyse information and decide on the Data Impact Identification Assessment requirements depending 
on the parameters set by the GDPR regulation. 

The members of the EB are listed in Table 3. Other members of the consortium can be added to the EB if required.  

Table 3: Members of the Ethics Board 

Name Organisation Role 

Antonio Paradell WLI Project coordinator 

George Margetis FORTH Technical manager 

Yerasimos Yerasimou EBOS Ethics manager 

Dany Moshkovich IBM Member 

Moreover, the EB is foreseen to have a monitoring role throughout the project. Thus, deliverables that have been 
selected based on their content will be reviewed in case they contain material that could compromise the project 
from an ethical and/or legal point of view. Similarly, tasks and project outputs that have been identified as high-
risk are constantly monitored by the Ethics Manager and the rest of the team. Table 4 lists the tasks and 
deliverables that have been identified by the EB and their actions are continuously monitored. The list presented 
in Table 4 is merely for illustration of the activity and will be constantly updated throughout the project, as new 
developments occur and deliverables are produced.  

Table 4: Deliverables, tasks, and outputs identified by the Ethics Board as high-risk  

# Title  Type Description 

D1.2, 
D1.4 

COPA EUROPE requirements and use case 
definitions 

Deliverable 
Ethical considerations outlined and 
ensured for the Privacy-by-Design 
principle 
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# Title  Type Description 

D1.3, 
D1.5 

COPA EUROPE architecture Deliverable 
Review privacy elements and architectural 
components (e.g., User Authentication) to 
ensure security framework 

T1.1 Use case definition and refinement Task 
Ensure no personal data is involved and if 
involved technical measures are taken 

The EB objectives remain active throughout the duration of the project. The identification of risks, data to be 
produced or collected throughout the project are under constant review on an ongoing basis rather a one-off 
exercise to make sure the actions and measures taken remain relevant and effective till the project end. To 
reflect that, a number of risks related to the legal and ethical aspects of COPA EUROPE have been identified, 
which are constantly monitored, whereas actions for their mitigation have been proposed. The legal and ethical 
risks (Table 11) are shown in Annex III.  

In summary, decisions, recommendations and suggestions by the EB within its mission and objectives will be 
communicated formally to Consortium members and record keeping will be followed with actions and plans to 
make sure that any points raised are thoroughly followed and activities are executed towards minimising risks. 

4.3 Partners internal data processing policy 

The internal data processing policy of each partner has been documented in D8.4: “Data management plan – 
Initial version”, which was submitted in M4.   

Table 5 lists the internal policy for each partner, which is revisited and updated (if any changes have occurred) 
in this document.   

Table 5: Partners internal data processing policies 

Partner Summary of the internal data processing policy 

WLI 

When implementing personal data processing, Worldline shall ensure that the personal data 
processed is: 

¶ processed lawfully, fairly and in a transparent manner in relation to the data subject; 

¶ collected for specified, explicit and legitimate purposes and not further processed in a 
manner that is incompatible with those purposes; 

¶ adequate, relevant and limited to what is necessary in relation to the purposes for which 
they are processed; 

¶ accurate and, where necessary, kept up to date; 

¶ kept in a form which permits identification of data subjects for no longer than is necessary 
for the purposes for which the personal data are processed; 

¶ processed in a manner that ensures appropriate security of the personal data. 

Worldline implements adequate processes and measures, so at all times, it can demonstrate 
that the way in which it or its third-party subcontractors process personal data in accordance 
with the requirements of the applicable Data Protection Legislation. 

FORTH Only the personal data that is absolutely necessary for conducting the relevant research will 
be collected and processed through the "pseudonymisation" process. Users’ participation will 
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Partner Summary of the internal data processing policy 

remain confidential and their identity will not be stored by any means along with their replies, 
recordings, or screenshot data. Their personal data will receive a code number and the digital 
list linking their name to that number will be stored in a secure, locked digital file. When the 
data is used, their name will not be displayed under any circumstances. The participants’ data 
are protected and kept safe throughout the project. After the completion of the project, the 
list linking their name to the code number of their data will be deleted. The data processing 
and analysis will be carried out by the processing coordinator of each study, as well as by 
processing coordinators of the partners. The results of the study may be published in scientific 
journals and conferences in an anonymous form. 

Participants will be able to withdraw their consent to the study at any time, in writing to the 
Scientific Coordinator of the study (the contact details will be provided in the Informed 
Consent Form). 

All applicable EU and national legal frameworks and guidelines on the protection of personal 
data, as derived from the application of the "General Data Protection Regulation (EU 
679/2016)", will be considered in the pertinent studies. 

FHHI 

In cases personal data is received by COPA EUROPE partners (Note: The collection of personal 
data by Fraunhofer HHI is out of scope of the COPA EUROPE project), the data will be 
collected and stored for the project duration only and be erased afterwards. The scientific 
data derived from these data sets will be kept longer-term at the lab for scientific 
purposes.  As a matter of safety, regular data backups (weekly to monthly) are carried out 
automatically at the lab by the IT group of HHI. These backups transfer data from the local 
server to a dedicated storage machine located in a “neighbour” building. The access to this 
building is also restricted to authorised staff only.  

Restricted access to the data stored will apply only to a few employees of the lab who will 
have access to those data. No third party will be able to enter, collect or copy any of those 
data. Besides, no visiting researcher will be able to have access to any of those data.  

IBM 

IBM protects (e.g., via access controls) its data as addressed by the IBM security and the 
corresponding security protocols. IBM has controls in place to protect personal data, sensitive 
personal data and all confidential information. 

NOVA 

Only the personal data that is absolutely necessary for conducting the relevant research will 
be collected and processed through the "pseudonymisation" process. Users’ participation will 
remain confidential and their identity will not be stored by any means along with their replies, 
recordings, or screenshot data. When the data is used, their name will not be displayed under 
any circumstances.  

Participants will be able to withdraw their consent to the study at any time, in writing to the 
Coordinator of the study (the contact details will be provided in the Informed Consent Form). 

All applicable EU and national legal frameworks and guidelines on the protection of personal 
data, as derived from the application of the "General Data Protection Regulation (EU 
679/2016)", will be considered in the pertinent studies. 

EBOS The company fully complies with its obligations regarding the legal and statutory framework 
and fully respects the principles of lawful and ethical processing. Towards that aim the 
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Partner Summary of the internal data processing policy 

company has designed and implemented a Management System (GDPR and Information 
Security Management System [ISMS] which entails policies, rules and processes to ensure 
compliance with regulations and specifically 2016/679 and local legislation and protection of 
information assets of its customers and its own. EBOS’ privacy policy can be found at: 
http://www.ebos.com.cy/privacy-policy     

VITEC 

VITEC will only use personal information in a lawful and fair manner. VITEC will only collect 
information when it is necessary and will only collect information if it is relevant when dealing 
with the subjects. VITEC, 99 rue Pierre Sémard, 92320 Chatillon is the data controller under 
the EU General Data Protection Regulation (“GDPR”) and has designated a Data Protection 
Officer (DPO) who can be contacted at privacy@vitec.com. VITEC’s privacy policy can be found 
at: https://www.vitec.com/privacy-policy  

LU 
LU complies with GDRP, has a data management officer (LU legal counsellor), does not collect 
personal data as this is not required for their activities (video/transmission research) and they 
will get partners/objects permission for their PR videos or images. 

EKT 
All applicable EU and national legal frameworks and guidelines on the protection of personal 
data, as derived from the application of the "General Data Protection Regulation (EU 
679/2016)", are considered in studies. 

Based on Article 4 of the GDPR, and specific EU Member State implementations, COPA EUROPE has adopted a 
general controller/data processor architecture in order to handle and manage any personal data. Therefore, 
each partner has appointed a Data Protection Officer (DPO), whose details are presented in Table 6 and in 
accordance with the task requirements.  

Table 6: Partners contact points & DPOs 

Partner Organisational Contact person DPO 

WLI 
Antonio Paradell  

antonio.paradell@worldline.com 

Maria Isabel Mena Mayor 

dles-datospersonalesiberia@worldline.com 

 FORTH 

George Margetis 

gmarget@ics.forth.gr 

Stavroula Ntoa 

stant@ics.forth.gr 

Mrs. Anthi Strataki 

dpo@admin.forth.gr 

 

http://www.ebos.com.cy/privacy-policy
https://www.vitec.com/privacy-policy
mailto:antonio.paradell@worldline.com
mailto:gmarget@ics.forth.gr
mailto:stant@ics.forth.gr
mailto:dpo@admin.forth.gr
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Partner Organisational Contact person DPO 

Fraunhofer HHI 

David Neumann 

david.neumann@hhi.fraunhofer.de 

Müller, Karsten 

karsten.mueller@hhi.fraunhofer.de  

Mr. Mario Perkowski 
mario.perkowski@hhi.fraunhofer.de .  

For CFL, David Neumann as WP3 chair is 
responsible, and thus also for the data 
processing for HHI’s CFL technology in 
COPA EUROPE. 

IBM Dany Moshkovich  
IBM has provided their Data and Asset 
Classification and Protection policy, shown 
in Table 5.   

NOVA 
Ioannis Markopoulos 

Ioannis.Markopoulos@nova.gr  

Ioannis Markopoulos will be the contact 
with NOVA’s DPO.  

NOVA’s DPO name is Mr George 
Matsoukas. 

EBOS 
Yerasimos Yerasimou 

yerasimosy@ebos.com.cy   

Yerasimos Yerasimou will be the DPO. A 
Data Protection Coordinator for the 
activities within the COPA EUROPE project 
has been appointed:  Mr Philippos 
Philippou (contact: dpc@ebos.com.cy). 

VITEC Frank Benson privacy@vitec.com 

LU 
Baruch Altman 

Baruch@liveu.tv  

Elad Lustig, General Legal Counsel LiveU 

elad@liveu.tv 

EKT 

Marc Leny 

mleny@ektacom.com 

 

Olivier CAILLET 

ocaillet@ektacom.com 

As per the requirements of the specific task, the effect of the above analysis has been not only the identification 
of the relevant officer in each partner of the consortium, but also of the sensitive issues which prevail in the 
execution of the project and the responsibilities of each partner regarding ethical and legal aspects. Due to the 
complexity and interrelationship of the various tasks and the number of partners involved, the contribution by 
each partner in matters and actions thereon related to ethics, becomes imperative. 

4.4 Criteria in recruiting research participants 

As mentioned in earlier sections, COPA EUROPE will develop a solution that will cope with the increasingly 
growing demand for non-linear sports content. Three distinct mechanisms will be employed toward achieving 
the aforementioned goal. Firstly, the existing centralised architectures will be used, by offering a decentralised 
streaming platform. Another action is the increase in the coverage of esports events and other activities 
generated by individual users, thus establishing this type of content as a broadcasting property. Finally, “Glass-

mailto:david.neumann@hhi.fraunhofer.de
mailto:karsten.mueller@hhi.fraunhofer.de
mailto:mario.perkowski@hhi.fraunhofer.de
mailto:Ioannis.Markopoulos@nova.gr
mailto:yerasimosy@ebos.com.cy
mailto:privacy@vitec.com
mailto:Baruch@liveu.tv
mailto:elad@liveu.tv
mailto:mleny@ektacom.com
mailto:ocaillet@ektacom.com
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to-Glass” live coverage of esports events over 5G networks, which will provide the audience with multiple 
viewing angles of the same event, constitutes the third mechanism.  

The project outputs are addressing a wide range of age groups; however, they are directed mostly towards 
younger audiences that mainly consume media online in contrast with senior audiences that prefer traditional 
ways of consuming multimedia content. COPA EUROPE, through its activities, will have the participation of 
humans within the scope of gathering the initial requirements for the development of the platform and its 
components, conducting of laboratory tests, validation of the different trials, as well as evaluation and small-
scale assessment of the project’s impact. In order to capture the feedback and evaluate it, the UCs have been 
developed to assess the usability, acceptance and impact creation of the developed technology by the 
participating users. Volunteers which are relevant to the predefined UC environments will be included in each 
case.   

COPA EUROPE ensures that equal opportunities are provided with regard to the participation in the UCs of the 
project. Moreover, discrimination on any forbidden grounds, such as age, sex, race, colour, ethnic or social origin, 
genetic features, language, religion or belief, political or other opinion, membership of a national minority, 
property, sexual orientation and disability, is forbidden, thus abiding by Article 21 (Non-discrimination) of 
Equality [8].  

Relevant user groups, including media professionals, sports fans and esports enthusiasts, are the main target 
audience groups. Moreover, related stakeholders are involved, such as artist communities and academic bodies. 
Finally, partners relevant to the UCs are exploiting their business establishment by approaching and recruiting 
relevant users for the live demonstrations. Nonetheless, COPA EUROPE respects the freedom of individuals and 
their right to decide whether or not to participate in its UCs.   

4.5 Secondary data 

Unlike primary data, which are data collected by the Consortium to fulfil the needs of the COPA EUROPE project, 
the term “secondary data” characterises data that is repurposed and used in a different scope with respect to 
the original purpose for which it has been collected.  

Processing of secondary data could occur for the exploitation of readily available data that might have been 
collected for a different scope, for research purposes. As mentioned earlier, primary data will be overseen by 
the ethics guidelines provided in this document. On the other hand, the ethics governing secondary data 
collection and/or processing depend on the terms and conditions of the original source which have already been 
accepted by the subjects, i.e. in case data is collected from a website, the terms and conditions that the user has 
accepted prior entering the website. 

According to the GA9 the research activities of COPA EUROPE will be based on both primary and secondary data 
of human participants. Nonetheless, the results of the initial investigation for all the data collection activities, 
which has been performed under T8.3 and documented in D8.4 (Annex I), did not show the need for secondary 
data at this point of the project. The DMP, however, is a living document and is constantly monitored and 
updated throughout the project.    

4.6 Informed consent of participants 

As mentioned in Section 3.1.3, informed consent forms will be used prior to collection of any data from research 
participants that will be involved for the purposes of COPA EUROPE. The consent must be obtained by means 
that are appropriate for the age and competence level of the data subject. Moreover, the consent forms will be 
utilised as a tool to establish voluntary participation of the data subjects; hence, for each UC of the project, all 

                                                           
9 Section 5.1: Ethics of the COPA EUROPE Grant Agreement   
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human participants will have to sign the informed consent form prior to their involvement in any of the activities. 
To this end, it is the responsibility of the partner to inform any prospective participant, by adapting the 
information to the skill and needs of the prospective participants with respect to readability and visual appeal. 
In addition to the actions mentioned earlier, the privacy policy of the COPA EUROPE website, which includes 
information related to data processing, is presented in Annex IV.  

According to Article 710 of the GDPR, there are specific conditions to be met in order to have a valid consent for 
processing personal data. In particular [9]:  

a. The consent must be freely given. Thus, the data subject must not be forced in any way to consent, even 
when being asked for their consent as a requirement for using a service.  

b. The consent must be specific. Therefore, it should be clarified under which data processing activities 
their personal data will be used.   

c. The consent must be informed; therefore, the prospective participant must be provided with 
information related to the processing activities that are intended to be applied and to their purpose.  

d. The consent must be unambiguous. Specifically, the consent of the data subject must not be 
questionable in any way.  

e. The consent must be revoked. As indicated in Section 3.1.3, the participants have the right to withdraw 
their consent at any time. 

Explicit consent is sought after by the project partners whenever this is possible. Therefore, permission to record, 
use and publish data for scientific purposes is desired. However, this is not always achievable due to external 
factors such as images of bystanders during data recording. In order to drive willingness to participate in the 
research activities of the project whenever this is feasible, the partners will inform the prospective participants 
of the research objectives and expected outcomes of COPA EUROPE. In case children would like to try out the 
demonstrators in public spaces, their legal guardians must be informed and in case they have any queries 
regarding the research aspects of the project, these will be adequately addressed. Finally, monetary incentives 
may be used in some events to promote and reward participation in the project’s research activities.  

The following actions shall be followed for collecting and processing personal data: 

a. The consent form is digitised followed by destroying the hard copy. The soft copy is saved on a secure 
computer located at the premises of the designated data controller, in compliance with ISO/IEC 
27001:2005 standards [10] concerning data security, aiming at safeguarding the data against accessibility 
by unwanted third parties or disaster.  

b. Each participant is assigned a random index number, in the context of anonymisation procedures.  

c. An encrypted file that is kept on a secure computer at the premises of the designated data controller 
includes all the relevant information for linking the digital consent form to the random index mentioned 
in (b). 

d. All datasets are associated with the generated index, mentioned in (b).  

e. Access to the encrypted file mentioned in (c) is only available to the designated data controller.  

Therefore, for each activity that includes collection of research data in the context of COPA EUROPE, the 
responsible partner must provide the human participants with the consent form, accompanied by the 
information sheet that provides information for the project, as well as the aims of the research conducted and 
purpose of collecting these data. Examples of the consent form and information sheet are available in Annex II, 
which are the templates that the forms for each dedicated event will be based on. However, these templates 
will be modified accordingly to reflect the specifics of each event. Specific information with regard to the nature 
of questions the participants are likely to be asked during research activities, as well as disclosing whether 

                                                           
10 Art. 7 GDPR – Conditions for consent - GDPR.eu 
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sensitive questions will be made during these activities, will be included. The research activities in which human 
participants will be involved for the purposes of COPA EUROPE are split in two categories:  

a. Trainings and workshops 

b. Surveys and interview questionnaires 

Once the data processing period has expired, which is five years after the project ends, the project partners will 
delete all personal and sensitive data from their databases. The deletion procedure will be done by using 
appropriate methods that constitute unauthorised restoration impossible, such as DiskWipe, KillDIsk, etc. In case 
informed consent is revoked, the deletion of the data shall occur immediately irrespectively of the 5-year 
deadline. Further processing of the data by some partners can be extended beyond the five years, if parallel legal 
obligation exists for such processing and therefore such legal basis is valid. The remaining partners who don’t 
have such legal obligations shall proceed with the data deletion process.  
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5 Conclusions  

In conclusion, this deliverable D1.1 “Legal and ethical framework” has analysed the building components of COPA 
EUROPE, with particular focus on those that pose ethical risks and require ethical supervision and certain actions, 
in order to abide by the EU Regulations. Moreover, it has provided the relevant EU legal and ethical framework. 
Specifically, the GDPR, the e-Privacy Regulation, the Free-Flow of Non-Personal Data Regulation and the 
Platform-to-Business Regulation have been analysed with respect to the activities foreseen in COPA EUROPE.  

Taking into consideration the information with regard to the building components of the project and the relevant 
EU legislation, this deliverable has provided a set of actions such as the use of informed consent forms prior to 
any data processing, an elaborated explanation of the criteria in recruiting human subjects, the formation of an 
EB responsible for the ethical supervision of COPA EUROPE, and the documentation of internal data processing 
policies followed by each partner. The work by the EB goes further by analysing and identifying the specific ethics 
risks which could materialise in the lifetime of the project for a more focused and credible approach in parallel 
with the commitment and actions of the consortium members. Monitoring and already designing specific actions 
to ensure adherence to policies remains a pivotal part to the EB strategy. 

The DMP and the Risk Registry remain 2 of the most important tools for the ethics and legal functions to prevail 
and a constant update of both (amongst other actions) is crucial during the developments of the project’s work 
areas. Close communication, support, as well as monitoring of the joined responsibility of the partners is a key 
success factor to the ethics and legal endeavour. 
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Annex I: Data Management tables 

The data management tables per WP, as documented in D8.4 are presented in this section. 

Table 7: WP1 – Data Management Plan 

Partner  FORTH NOVA 

Data Description 
Personal data, views/  comments, 
and observation data 

Personal data, views/  comments and 
content 

Data Origin 
Co-creation workshop, interviews, 
and surveys 

Interviews and surveys 

Data Type(s)  

Email addresses, first and last name, 
profession, age, country of 
residence, views, comments, habits, 
observed behaviours11 

Email addresses, first and last name, 
profession, age, country of 
residence, views, comments, habits, 
behaviours12 

Is this research data, 
personal data? (YES or NO) 

Yes Yes 

If yes, will include special 
category/sensitive personal 
data?  (e.g., sexual 
orientation, political 
opinion, religious affiliation, 
health, biometric etc.) 

No No 

Means of 
collection/processing 
(interview, meetup, 
ǉǳŜǎǘƛƻƴƴŀƛǊŜΧύ  

Interview, meetup, questionnaire, 
and observation 

Interview, online telcos and 
questionnaires 

Does this data need to be 
shared?  

No No 

How will it be shared and to 
who? 

N/A N/A 

Access level for personal 
data?  

Confidential Confidential 

                                                           

11 E-mail addresses, first, and last name will be collected since all communication with participants will be made via email 

exchange (so as to arrange the online workshops and interviews). These data will be deleted as soon as they are no longer 
needed. In WP1 and WP5, profession, age, country of residence are used for results' statistical analysis. Views, comments, 
habits, observed behaviours constitute data regarding the actual focus of the research activity (i.e., requirements, and 
feedback about the COPA-EUROPE technologies). 

12Same as above. This data will be used when the corresponding partners are going to run the surveys. All interviewees will 
sign an inform consent document prior to participating to the survey. All sensitive information will not be used in the analysis 
of the responses. All input will be destroyed following the analysis. 
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Partner  FORTH NOVA 

Who is the lead person 
responsible for this data? 

George Margetis Ioannis Markopoulos 

Data Expiration 
Five years after the end of the 
project 

Data will be destroyed following 
their analysis. In any case, they will 
not be kept beyond the duration of 
the project 

Who has access to it FORTH employees 
NOVA personnel allocated to the 
COPA EUROPE project 

Purpose of collecting 
The collected data will be used for 
the statistical analysis and functional 
requirements elicitation 

The collected data will be used for 
the statistical analysis and functional 
requirements elicitation 

Relevant project objective O1 O1 

For how long the data will 
be stored  

Any of the data that are not used in 
the reporting of results will be 
destroyed when they are no longer 
needed, and, in any case, five years 
after the end of the project in order 
to be able to fulfil reporting 
obligations to the European 
Commission (whichever is sooner). 

Any of the data that are not used in 
the reporting of results will be 
destroyed when they are no longer 
needed. 

Data processor (who is 
processing the data, which 
partner?)  

FORTH NOVA 

Owner of the data or Data 
subject (e.g., participants in 
the interview, 
questionnaire, workshops) 

Data subjects for research activities 
in WP1 and WP5 will be 
representative users of the COPA-
EUROPE platform.  

They do not know the data subjects 
since the recruiting process has not 
started yet. 

 

Table 8: WP3- Data management table 

Partner FHHI FHHI VITEC 

Data Description Grouplense13 IMDb Data Subsets 
Personal data, 
comments, observation 
data 

                                                           
13 GroupLense has collected film and video ratings in particular 5-star rating and free-text tagging activity from MovieLens 
(a recommendation service). FHHI will use this, for developing initial Clustered Federated Learning (CFL) technology for 
recommender systems in the beginning, when COPA EUROPE specific data is not yet available or under legal restrictions 
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Partner FHHI FHHI VITEC 

Data Origin 
https://grouplens.org/d
atasets/movielens/ 

https://www.imdb.com
/interfaces/ 

Use case trials 

Data Type(s)  Video Data Annotation Video Data Annotation 
Email addresses, first 
and last name 

Is this research data, 
personal data? (YES or NO) 

NO NO NO 

If yes, will include special 
category/sensitive personal 
data?  (e.g. sexual 
orientation, political 
opinion, religious affiliation, 
health, biometric etc.) 

- - - 

Means of 
collection/processing 
(interview, meetup, 
ǉǳŜǎǘƛƻƴƴŀƛǊŜΧύ  

- - 
Use case trials, events, 
and shows 

Does this data need to be 
shared?  

TBD (To be discussed) TBD TBD 

How will it be shared and to 
who? 

GroupLense and the 
IMDb set are planned 
to be used by FHHI. 

GroupLense and the 
IMDb set are planned 
to be used by FHHI. 

- 

Access level for personal 
data?  

general, non-profit 
level 

general, non-profit 
level 

Confidential 

Who is the lead person 
responsible for this data? 

TBD -TBD Frank Benson 

Data Expiration no no 
Five years after the end 
of the project 

Who has access to it public public 

VITEC employees, 
project partners, 
stakeholders and event 
participants 

Purpose of collecting - - 
The collected data will 
be used as training data 
set and sample content 

https://grouplens.org/datasets/movielens/
https://grouplens.org/datasets/movielens/
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Partner FHHI FHHI VITEC 

Relevant project objective O1, O2, O4, O5  O1, O2, O4, O5  O1, O2, O4, O5 

For how long the data will 
be stored  

- - 

Any of the data that are 
not used in the 
reporting of results will 
be destroyed when 
they are no longer 
needed, and, in any 
case, five years after 
the end of the project 
in order to be able to 
fulfil reporting 
obligations to the 
European Commission 
(whichever is sooner). 

Data processor (who is 
processing the data, which 
partner?) 

 

FHHI FHHI VITEC 

Owner of the data or Data 
subject (e.g., participants in 
the interview, 
questionnaire, workshops) 

University of 
Minnesota14 

IMDb 

They do not know the 
data subjects since the 
recruiting process has 
not started yet. 

 

Table 9: WP5 – Data management table 

Partner FORTH LU 

Data Description 
Personal data, views/  comments, 
and observation data 

No personal data; 
Data on performance of LU devices 
transmitting the video 

Data Origin 
Co-creation workshop, interviews, 
and observation 

LU devices 

                                                           
14 MovieLens dataset was created by GroupLens, which is a research lab in the Department of Computer Science and 
Engineering at the University of Minnesota, Twin Cities. Since GroupLens is probably not a legal entity itself, the legal owner 
of the dataset is the University of Minnesota. 
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Partner FORTH LU 

Data Type(s)  

Email addresses, First and Last 
name, profession, age, country of 
residence, views, comments, habits, 
observed behaviours15 

Performance of devices 

Is this research data, 
personal data? (YES or NO) 

Yes No 

If yes, will include special 
category/sensitive personal 
data?  (e.g. sexual 
orientation, political 
opinion, religious affiliation, 
health, biometric etc.) 

No N/A 

Means of 
collection/processing 
(interview, meetup, 
ǉǳŜǎǘƛƻƴƴŀƛǊŜΧύ  

Interview, meetup, questionnaire 
and observation 

Log files from operated LU devices 

Does this data need to be 
shared?  

No No 

How will it be shared and to 
who? 

N/A N/A 

Access level for personal 
data?  

Confidential N/A 

Who is the lead person 
responsible for this data? 

George Margetis Baruch Altman 

Data Expiration 
Five years after the end of the 
project 

Project lifetime or earlier 

Who has access to it FORTH employees 
LU personnel allocated to the COPA 
EUROPE project 

Purpose of collecting 
The collected data will be used for 
UX evaluation 

The collected data will be used for 
the statistical analysis and functional 
requirements elicitation 

Relevant project objective O1 O1 

                                                           
15 The same as in WP1 (with regard to email addresses, first, and last name) applies for the evaluation activities that may be 
planned online and/or for the recruitment of evaluation participants in field trials. Please note that these will be deleted as 
soon as they are no longer needed. In WP1 and WP5: profession, age, country of residence are used for results' statistical 
analysis. Views, comments, habits, observed behaviours constitute data regarding the actual focus of our research (i.e. 
requirements, and feedback about the COPA-EUROPE technologies). 
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Partner FORTH LU 

For how long the data will 
be stored  

Any of the data that are not used in 
the reporting of results will be 
destroyed when they are no longer 
needed, and, in any case, five years 
after the end of the project in order 
to be able to fulfil reporting 
obligations to the European 
Commission (whichever is sooner). 

Any of the data that are not used in 
the reporting of results will be 
destroyed when they are no longer 
needed. 

Data processor (who is 
processing the data, which 
partner?) 

FORTH LU 

Owner of the data or Data 
subject (e.g., participants in 
the interview, 
questionnaire, workshops 

Data subjects for research activities 
in WP1 and WP5 will be 
representative users of the COPA-
EUROPE platform.  

 

 

Table 10: WP7 - Data management tables 

Lead Partner 
EBOS 

Data Description 
Full name, e-mail 

Data Origin 
COPA EUROPE website-mailing list 

Data Type(s)  

Text 

Is this research data, 
personal data? (YES or NO) NO 

If yes, will include special 
category/sensitive personal 
data?  (e.g., sexual 
orientation, political 
opinion, religious affiliation, 
health, biometric etc.) NO 
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Lead Partner 
EBOS 

Means of 
collection/processing 
(interview, meetup, 
ǉǳŜǎǘƛƻƴƴŀƛǊŜΧύ  COPA EUROPE mailing list 

Does this data need to be 
shared?  NO 

How will it be shared and to 
who? - 

Access level for personal 
data?  Restricted to COPA EUROPE partners 

Who is the lead person 
responsible for this data? EBOS – Yerasimos Yerasimou 

Data Expiration 
When the project ends 

Who has access to it 

EBOS 

Purpose of collecting 
For WP7. Disseminating and Communicating the project 

Relevant project objective 

Objective O7: To validate the COPA EUROPE vision through solid, real-life use 
cases and public, live demonstrators 
Objective O8: To implement impact-driven dissemination, standardisation 
and  
exploitation  

For how long the data will 
be stored  

Any of the data that are not used in the reporting of results will be destroyed 
when they are no longer needed, and, in any case, five years after the end of 
the project in order to be able to fulfil reporting obligations to the European 
Commission (whichever is sooner). 

Data processor (who is 
processing the data, which 
partner?) EBOS 

Owner of the data or Data 
subject (e.g., participants in 
the interview, 
questionnaire, workshops Participants in the mailing list/newsletter subscription list 
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Annex II: Templates for informed consent and information sheets 
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Annex III: COPA EUROPE risk audit 

A list of risks (ER1-ER11) related to the ethical and legal framework have been acknowledged and are presented in Table 11. 

Table 11: List of ethical and legal risks 

Risk 

# 

Description of 

risk 

WP 

affected Risk Trigger 
Risk 

Owner 
Status Proposed measures and preventive actions Mitigation actions 

ER1 
Personal and/or 
sensitive data 
breach 

WP1 

WP3 

WP4 

WP8 

¶ Bad publicity 

¶ Messages 
through SM or 
website 

WP/Task 

Leaders 
Unmaterialised 

¶ Investigate which organisational and 
technical measures are taken 

¶ Update DMP frequently (data 
inventory, tasks related, etc.) 

¶ Ensure GDPR principles adhered to 
(purpose, retention period etc.) 

¶ Subject rights enablement 

¶ Storage location/ Repositories and 
safety 

¶ Data transfers 

¶ D&C to monitor news/bad 
publicity/contact us messages. 

Depending on nature of data: 

¶ Notify authority 

¶ Notify data owners affected 

¶ Notify consortium and PO 

¶ Consult Legal advisor/EB team 

¶ Issue statement 

ER2 

Project output in 
terms of 
deliverables 
imposes risks on 
E&L issues. 

All 
¶ Testing session 

results fail on 
E&L 

WP/Task 

Leader 
Unmaterialised 

¶ Review of deliverables and software 
modules to verify 

¶ Testing sessions to include security 
aspects 

¶ Inform involved partner(s) 

¶ Analyse the thread and take 
action (edit reports/change 
software components) 

ER3 

Security elements 
not included in 
the COPA 
Architecture in all 
relevant modules. 
(building blocks as 
per section 2.2) 

All 
¶ Testing session 

results fail on 
E&L 

WP/Task 

Leader 
Unmaterialised 

¶ Review of deliverables and 
communication with architectural 
partners to ensure inclusion of Ethics/ 
Legal considerations 

¶ Inform involved partner(s) 

¶ Analyse the thread and take 
action (revisit software 
components & revise) 

ER4 
Use Cases 
definition does 
not include Ethics 

All 
¶ Testing session 

results fail on 
E&L 

WP/Task 

Leader 
Unmaterialised 

¶ D1.2 already included aspects and UCs 
definition 

¶ As per development use cases review 
for ensuring security elements 

¶ Inform involved partner(s)/EB 
team 

¶ Analyse the thread and take 
action (redesign use cases/alter 
set up conditions) 
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Risk 

# 

Description of 

risk 

WP 

affected Risk Trigger 
Risk 

Owner 
Status Proposed measures and preventive actions Mitigation actions 

considerations by 
design. 

ER5 

Activities 
involving research 
participants do 
not cater for 
Consent and 
research integrity 
principles. 

All 

¶ Bad publicity 

¶ Messages 
through SM or 
website 

WP/Task 

Leader 
Unmaterialised 

¶ Request and archive consent forms 
obtained 

¶ Investigate how the purpose of 
research was communicated 

¶ Inform partners involved/EB 
team 

¶ Obtain consents or delete data 
concerned 

ER6 

Personal data is 
used for profiling 
and 
advertisement. 

All 

¶ Bad publicity 

¶ Messages 
through SM or 
website 

WP/Task 

Leader 
Unmaterialised 

¶ Monitor and prevent profiling (based 
on behaviour and habits collection) 
with advertisement 

¶ Identify thread and related 
partner 

¶ Remove personal data used for 
profiling 

ER7 

Technological 
components 
developed leading 
to breach in 
Ethics/ Legal 
considerations. 

All 
¶ Testing session 

results fail on 
E&L 

WP/Task 

Leader 
Unmaterialised 

¶ Technologies like ML, IoT and AI to be 
investigated (if applicable to COPA)  

¶ Blockchain as the chosen method for 
transactions will be reviewed 

¶ Inform involved partner(s)/ EB 
team 

¶ Analyse the thread and take 
action (revisit software 
components & revise) 

ER8 
Free flow of non-
personal data 
restricted. 

All 

¶ Testing session 
results fail on 
E&L 

¶ Restricted flow 
evidenced 
from 
communication 
of users 

WP/Task 

Leader 
Unmaterialised 

¶ Architectural considerations to ensure 
openness but at same time reinforce 
data security 

¶ Inform involved partner(s)/ EB 
team 

¶ Analyse the thread and take 
action (revisit software 
components & revise) 

ER9 

Online platforms 
regulatory 
framework issues 
(responsible, 
transparent, 
trustworthy). 

All 

¶ Testing session 
results fail on 
E&L 

¶ Restricted flow 
evidenced 
from 
communication 
of users 

WP/Task 

Leader 
Unmaterialised ¶ Architectural considerations with 

technical partner(s) to ensure aspects. 

¶ Inform involved partner(s)/ EB 
team 

¶ Analyse the thread and take 
action (revisit software 
components & revise) 
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Risk 

# 

Description of 

risk 

WP 

affected Risk Trigger 
Risk 

Owner 
Status Proposed measures and preventive actions Mitigation actions 

ER10 

Automated 
decision-making 
(eg UC1), 
Competition Law 
leading to 
violation of 
principles. 

All 

¶ Testing session 
results fail on 
E&L 

¶ Restricted flow 
evidenced 
from 
communication 
of users 

WP/Task 

Leader 
Unmaterialised 

¶ Ensure that collection of data does not 
violate GDPR principles. 

¶ Fairness and antitrust principles to be 
investigated 

¶ Inform involved partner(s)/ EB 
team 

¶ Analyse the thread and take 
action (revisit software 
components & revise) 

ER11 
Data subjects' 
Subject Rights not 
complied to. 

All 

¶ Bad publicity 

¶ Messages 
through SM or 
website 

WP/Task 

Leader 
Unmaterialised 

Make sure mechanisms of responding and 
acting on data subject’s rights (delete, 
amend, notify, inform, etc.) from processing 
partners are activated. 

¶ Inform involved partner(s) 

¶ Analyse the thread and take 
action (revisit mechanisms for 
responding, processing of data 
in line with GDPR principles) 
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Annex IV: COPA EUROPE project website Privacy Policy 

In this section, the privacy policy16 of the project’s website, which provides information regarding personal data 
collection and processing, is presented. 

Introduction 

This Privacy Notice will inform you as to how the COPA EUROPE Consortium (hereinafter referred to as the 
“Consortium”, “we”, “us” and “our”) collects and processes information about you and in particular your 
personal data. We hereby assure you that this Privacy and Personal Data Protection Policy (“Policy”) fully 
respects and complies with EU Regulation 679/2016 (“Regulation”) and any other relevant legislation. 

The processing of personal data, such as name, address or e-mail address of a data subject shall always be in line 
with the General Data Protection Regulation (GDPR), and in accordance with the country-specific data protection 
regulations applicable to the COPA EUROPE Consortium. Through this data protection declaration, we would like 
to inform anyone concerned and the general public of the nature, scope, and purpose of the personal data we 
collect, use and process. Furthermore, by means of this data protection declaration data subjects are informed 
of the rights to which they are entitled. 

As the data controller, the COPA EUROPE Consortium has implemented numerous technical and organizational 
measures to ensure comprehensive protection of personal data processed through this website. 

Useful definitions 

Personal Data: Personal Data is any information relating to an identified or identifiable natural person (‘data 
subject’); an identifiable natural person is one who can be identified, directly or indirectly, indicatively by 
reference to an identifier such as a name, an identification number, location data, an online identifier or to one 
or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of 
that natural person. 

Personal data breach: Personal data breach is a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorized disclosure of, or access to personal data transmitted, stored or 
otherwise processed. 

Controller: Controller is the natural or legal person, public authority, agency or other body which, alone or jointly 
with others, determines the purposes and means of the processing of personal data. 

Processor: Processor is a natural or legal person, public authority, agency or other body which processes personal 
data on behalf of the controller. 

Processing: Processing is any operation or set of operations which is performed on personal data or on sets of 
personal data, such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, 
consultation, use, disclosure, dissemination or otherwise making available, alignment or combination, 
restriction, erasure or destruction. 

Third party: Third Party is a natural or legal person, public authority, agency or body other than the data subject, 
the controller, the processor and persons who, under the direct authority of the controller or processor, are 
authorized to process personal data. 

                                                           
16 Available at: https://copaeurope.eu/privacy-policy/, retrieved on 15/09/2021. 

https://copaeurope.eu/privacy-policy/
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Consent: Consent of the data subject is any freely given, specific, informed and unambiguous indication of the 
data subject’s wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to 
the processing of personal data relating to him or her. 

The Controller 

Regarding the personal data in cases where as a Project Consortium, we determine the purposes and means of 
the processing, the Data Controller is the COPA EUROPE Consortium. 

Principles we adhere to 

At COPA EUROPE Consortium, we are committed to and adhering to the following principles of processing 
personal data in accordance with Article 5 of the Regulation. The personal data are: 

a. processed lawfully, fairly and in a transparent manner in relation to the data subject (principle of 
‘lawfulness, fairness and transparency’); 

b. collected for specified, explicit and legitimate purposes and not further processed in a manner that is 
incompatible with those purposes (principle of ‘purpose limitation’); 

c. adequate, relevant and limited to what is necessary in relation to the purposes for which they are 
processed (principle of ‘data minimization’); 

d. accurate and, where necessary, kept up to date; we take every reasonable step to ensure that personal 
data that is inaccurate, having regard to the purposes for which it is processed, erased or rectified 
without delay (principle of ‘accuracy’); 

e. kept in a form which permits identification of data subjects for no longer than it is necessary or as 
required by relevant Laws (principle of ‘storage limitation’); 

f. processed in a manner that ensures appropriate security of the personal data, including protection 
against unauthorized or unlawful processing and against accidental loss, destruction or damage, using 
appropriate technical and organizational measures (principle of ‘integrity and confidentiality’). 

Finally, we are able to demonstrate compliance with the aforementioned principles (principle of ‘accountability’). 

Collection of personal data 

The COPA EUROPE Consortium as the Data Controller collects Personal Data from you within the purposes of 
research and the project’s scope. So, in the following cases: 

g. When you contact us directly or indirectly (e.g., through the project’s webpage and/or e-mail, or through 
our partners, or through our Social Media pages, etc.), in order to be informed regarding the Project or 
ask for relevant information; 

h. If you fill in any of our documents or subscribe to our newsletter; 

i. COPA EUROPE Consortium may also publish video or photographs of images in case of events or 
workshops, provided that the relevant data subject gave their consent to the publication of it. There is 
no transfer of this personal data to third parties outside the same COPA EUROPE Consortium. 

aƛƴƻǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ 

We do not collect or process minors’ personal data without verifiable parental consent in cases when we are 
able to control it. For example, it is not possible to control information that is communicated to us online. In any 
event, if we find that we have collected any personal information from a minor without verifiable parental 
consent (in accordance with Article 8 of the Regulation), we will immediately delete the information from our 
records. If you believe we may have collected information from a minor, please contact us 

Categories of data subjects 
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The categories of data subjects include: 

j. Partners of the Consortium; 

k. Users visiting the project website; 

l. Social Media users; 

m. COPA EUROPE΄s Collaborative Platform users. 

n. General Public 

Kind of personal data we may collect about you 

Data from the following categories of personal information about you may be collected and processed per case 
in order to serve the purpose of the data collection and in accordance with the relevant legal basis as described 
in this Policy: 

o. Contact details with you or a natural person you may indicate instead of you (name, surname, address, 
telephone or fax number, email); 

p. Occupational information (occupation, position); 

q. Incident investigation data, such as incident details, data of persons involved or related information; 

r. Information required by the institutional framework such as personal data of persons depended or 
related to our Consortium members; 

s. Apps/websites/social media related data (cookies, full name or nickname, information you publicly 
disclose and comments on social media, or email attachments); 

t. Your picture when attending our events, or your photo is uploaded on our social media or website and 
of course in both cases under your consent; 

Purposes of processing & the legal basis of data processing 

The processing of personal data is based on one of the “legal bases” as referred to in Article 6 of the Regulation 
(or Article 9 in case of special categories of personal data). The legal bases on which the collection and processing 
of personal data are based on (in most of the cases) are: consent, compliance in performing our contractual 
obligations, compliance with our legal and statutory obligations, and the safeguarding our legitimate interests. 
For special categories of personal data, the legal bases are: explicit consent, performance of obligations and 
exercise of specific rights of the controller or data subject in the field of labor law and social security/social 
protection law and for the assessment of the working capacity of the employee, medical diagnosis, the provision 
of health or social care or treatment. The legal basis, on which the processing of your personal data is based, is 
as follows for each processing purpose: 

u. Consent: when you communicate with us in any way directly or indirectly as interested in our project, 
when you fill in our documents, when informing you about our findings in the context of our 
dissemination activities, when you make a complaint or statement or when assessing us, when 
participating in our events, when you visit our social media accounts, or when you give us your business 
card. 

v. Commitment to perform our contractual obligations: when you have agreed to receive our newsletter. 

w. Compliance with our legal obligations: to comply with our legal obligations to all sorts of authorities such 
as labour law, regulatory authorities, tax, accounting, auditing, judicial authorities and agencies or in 
connection with our contractual obligations or during payment of our liabilities. 

x. Safeguarding our legitimate interests: to improve our services, or when investigating and managing any 
potential incident, or for the assessment of persons and situations. The Consortium is informed about 
the processing purposes and the legal bases under specific documents internally. 

 



D1.1. Legal and ethical framework                                                                                                                      

H2020-ICT-2020-1 Grant agreement ID: 957059 Page | 53  

Retention of data period  

We store personal data for as long as it is required by the respective processing purpose and any other permitted 
linked purpose always within the projects scope on completion of the project the data shall be stored until 
completion of the project. Cookies are stored depending on their nature as you may be informed in our cookies 
policy linked to the present policy (please see below). 

Personal data you disclose to us as users are stored for until the completion of the project. Data that may be 
needed for our legitimate interests as a Controller shall be kept until the reason for storing such data ceases. 

Specifically, for the data we process based on your consent (as an example for marketing), these are kept from 
obtaining the consent until it is revoked or there is no longer need to store it. 

Information that is no longer necessary is safely destroyed or anonymized. We limit access to your personal data 
to those partners who need to use it for the specific purpose. 

How we ensure the security of personal data 

We have received reasonable organizational and technical measures to protect the personal data we collect. We 
follow international standards and practices to ensure the security of our networks. We ensure you that your 
personal data is processed securely and legally, by adhering to policies and developing and implementing 
procedures in accordance with the purposes and legal bases of processing. For example, the following security 
measures are used to protect personal data against unauthorized use or any other form of unauthorized 
processing: 

y. Access to personal data is restricted to a limited number of authorized partners as per project structure 
and under the Data Management Plan and Ethics requirements. 

z. Our repository system of Microsoft Teams, used for the processing of personal data, all technical 
measures are taken to prevent loss, unauthorized access or other illegal processing. 

In addition, access to these ICT (Information communication technology) systems is monitored on a permanent 
basis in order to detect and prevent illegal use at an early stage. Although the transfer of data through the 
Internet or a web site cannot be guaranteed to be protected from cyberattacks, we work to maintain physical, 
electronic and procedural security measures to protect your data. 

Some of the security measures we take are not announced for obvious reasons. 

To whom the data may be disclosed  

We take measures to ensure that the recipients of personal data are kept to a minimum. The personal data we 
collect are disclosed to third parties, provided that the legality of such disclosure is fully justified. Specific 
personal data from those we lawfully collect as a Controller, may be accessed (or disclosed) on a case-by-case 
basis by: 

aa. Any relating supervisory authority within its role; 

bb. Any public or judicial authority where required by law or judicial decision. 

cc. The auditor of the company, for necessary data according requirement (financial, employment, contracts 
and other controls), under confidentiality. 

dd. The advocate, for whatever data is required in legal cases, under confidentiality. 

ee. The Insurance cooperating company and only for the relevant part of the information. 

ff. Partners’ banks (of the company, the staff or affiliates and suppliers), only for payment related data. 

gg. The training or systems consultants, the trainer, for training or systems control issues and only for the 
necessary pieces of information and data. 
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Your rights as a data subject and how you can exercise them  

You have the right to be informed, the right of access to your personal data, the rights of rectification and erasure 
(in cases it is permitted), the right to restriction of processing, the right to data portability, the right to object. If 
processing is based on your consent, you may withdraw it at any time. 

The right to be informed is exercised through this privacy and personal data protection notification. In some 
cases, it is also mentioned in documents – forms we are using. We inform you that we are not using software of 
decision making solely based on automated processing including profiling. 

Right of access: you have the right to obtain from us confirmation as to whether or not your personal data is 
being processed as well as other relevant information, and, where that is the case, access to your personal data. 

Right of rectification: you have the right of rectification of your inaccurate personal data as well as to have 
incomplete personal data completed by providing a supplementary statement. 

Note: Since it is not possible for us to be aware of any changes to your personal data if you do not inform us, 
please help us keep your information accurate by informing us of any changes to your personal information we 
do process. 

Right to erasure we have to answer such right when: 

hh. your personal data is no longer necessary in relation to the purposes for which we collected it; 

ii. withdraw your consent on which the processing is based and where there is no other legal basis for the 
processing; 

jj. your personal data has been unlawfully processed; 

kk. personal data has to be erased for compliance with a legal obligation we are subject to; 

ll. personal data has been collected in relation to the offer of information society services. 

We reserve the right to refuse this right if the processing is necessary for compliance with any legal obligation, 
we are subject to, or for reasons of public interest, or for the foundation and exercise or support of our legal 
claims (according to Article 17 § 3). 

Right to restriction of processing; you have the right to restriction of processing when: 

mm. you contest the accuracy of your personal data for a period enabling us to verify the accuracy of the 
personal data; 

nn. the processing is unlawful and you oppose the erasure of the personal data and request the restriction 
of their use instead; 

oo. we no longer need your personal data for the purposes of the processing, but it is required by you for 
the establishment, exercise or defence of legal claims; 

pp. you objected to processing pending the verification whether our legitimate grounds override those of 
yours. 

Right to data portability:  You have the right to receive your data in a structured, commonly used and machine-
readable format and under an explicit request such data to be transferred to both, you and another natural or 
legal person who will process it. 

Right to object: you have the right to object to the processing of your data at any time when the reason for the 
processing relates to direct marketing. 

In the event that you make such request in a written or electronic form regarding any of the above rights, we 
will assess your request and respond within one month of its receipt, either for its satisfaction or to provide you 
with objective reasons preventing it from being satisfied, or, given the complexity of the request and the number 
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of requests at the given time, request an extension of response for a further two months period (according to 
Article 12.3 of the Regulation). 

The exercise of your rights is free of charge. Where requests from you are manifestly unfounded or excessive, in 
particular because of their repetitive character, we may refuse to answer or charge you an administrative fee. 

If you are dissatisfied with the use of your data by us, or our response after exercising your rights, you have the 
right to lodge a complaint with a supervisory authority. 

Personal data breach 

In the event of a breach of the security and integrity of the personal data processed, we will take the following 
measures (in accordance with Article 33 and 34 of the Regulation in case we are the Controller) and we will: 

qq. Assess it in order to implement the appropriate procedures needed to limit the breach; 

rr. Examine the extent of the breach and the sensitivity of the data included; 

ss. Evaluate the risk and its impact on your rights and freedoms; 

tt. Endeavour to reduce as much as possible the damage that is or may be caused; 

uu. Notify within a time limit of 72 hours of becoming aware of the breach, the National Personal Data 
Protection Authority, if required; 

vv. Assess the impact on your privacy and take appropriate measures to prevent the repeating of the 
incident. 

Links to other websites  

Our Website may contain links to other websites that are not operated or controlled by us. If you click on a third-
party link, you will be directed to that third-party site. We recommend that you review the Privacy Policy for 
each site you visit. We have no control over and assume no responsibility for the content, privacy policies, or 
practices of any third-party sites or services. 

Cookies 

By following this link, you will be informed on our cookies policy. 

Contact details with the Data Protection Authority 

Additional information and terminology for the Regulation can be found at https://eur-lex.europa.eu/legal-

content/EL/TXT/?uri=celex%3A32016R0679. 

Contact us 

If at any time you want to contact us or make a request regarding your rights or any other matter relating to the 
protection of personal data you may contact the Project Coordinator: info@copaeurope.eu 

Policy update 

This policy is effective from November 2020 and will be reviewed when there is a significant change. This review 
will be available on our website. 
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